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Abstract—Leveraging side-channels enables zero-overhead detection of anomalies. These channels offer a non-instrumented
program profiling capability by means of the distinct signatures generated by processing unintentional signals emitted during
executions. In this paper, we propose a Markov based convolutional neural network (CNN) to monitor programs against anomalies on
multi-core devices. We refer to the proposed framework as MarCNNet. In the model, the output of the CNN estimates the likelihood of
the current state of the program, and the Markov Model tracks the process based on these estimates. If the estimates do not match the
Markov model state diagram, it alerts anomaly, otherwise, it keeps monitoring. The framework also simplifies the training process
because dependency among states is crucial for the Markov part of the model, but not for the CNN. Therefore, the neural network is
trained by treating each state independent. However, for a test signal, both CNN and Markov parts of the framework are considered for
malware detection to utilize the program flow. We tested the proposed model for various devices with different number of cores and
threads of processes and demonstrated that the framework can detect malware with no false negatives, and a false positive rate less
than 2%.

Index Terms—Program Profiling, Security, Convolutional Neural Network, Markov Models, Malware Detection.
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1 INTRODUCTION

P ROGRAM profiling is an essential tool for monitoring,
compiler optimization, performance analysis, user pro-

filing, debugging, software maintenance and paralellization
[1]. Although there are many profiling methodologies, the
most common approach is to add instrumentation, i.e. log-
ging considered events. These events are generally the paths
that are heavily executed and called hot paths of the program
[2]. Identifying these paths can be very advantageous for
efficient code optimization and monitoring because having
a path profile for a program reveals the dynamic control-
flow behavior, hence a succinct description of the program.
Monitoring systems based on their path profiles is shown
to be effective in terms of program testing, debugging and
performance tuning [3]. One of the leading path profiling
algorithms is proposed by [4] which searches for optimal
locations to place instrumentation within the program to
minimize run-time overhead. Although the algorithm is
claimed to be efficient, it can increase the run-time overhead
by more than 100%.

To reduce the run-time overhead, many papers modify
the algorithm given in [4]. A partitioned path profiling is
proposed in [5] which runs K copies of the same program
in parallel and profiles a different path at each copy to min-
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imize overhead. In [6], an algorithm is proposed to identify
suitable parallelism in sequential programs by exploiting
dependency profiling. As an another technique, the method
proposed in [7] separates interesting paths from others with
a compact enumeration to reduce run-time overhead. A
neural network based path profiling is proposed in [8],
which statistically identifies the hot spots based on compiler
intermediate representation. However, this research does
not mean that software probes are not the only instru-
mentation tools. There are also many papers discussing
the hardware instrumentation for monitoring security and
optimization [9]- [11]. Although many researchers put solid
effort to reduce and even avoid the run-time overhead, it is
not possible to circumvent resource and run-time overhead
when the profiling is done by instrumentation. Run-time
overhead can change the order of paths or the expected time
between two execution paths, which could be a disaster in
cyber-physical systems [12].

Lately, side-channels are utilized to handle the overhead
caused by instrumentation and protect the dynamic behav-
ior of the profiled systems. Side-channels are unintentional
channels that are generated as a byproduct of program
activities in computer systems [13]. These channels are con-
sidered one of the most severe vulnerabilities of computer
systems since the information leakage could be enough for
an attacker to steal sensitive information [14], [15]. Some
examples of these channels are as follows: acoustic [16],
[17], cache-based [18], [19], temperature [20], [21], electro-
magnetic [22] - [24], backscattering [25], power consumption
[26], [27], timing [13], etc. Although side-channels are con-
sidered a security flaw, researchers leverage these channels
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for detecting malware, monitoring, counterfeit detection,
and non-invasive path profiling [28]. In that respect, an
instruction-level side-channel profiling is proposed in [29].
The profiling exploits power side-channels on embedded
devices with 4 MHz clock frequency and with 500 MHz
sampling rate. Similarly, a classification of hardware-based
monitoring techniques and a power-channel based disas-
sembler are provided in [30]. In [31], a method is proposed
to detect and monitor a system by processing the power con-
sumption. However, these methods generally suffer from
having relatively narrow bandwidth, therefore, information
transmission of these channels is limited for devices with
higher clock frequencies.

EM side-channels can utilize wider frequency band-
width, and do not require direct contact with the device
[32]. Profiling schemes based on EM emanations can over-
come the run-time overhead introduced by instrumentation
because signatures of programs can be generated from these
emanations at execution. In that respect, a zero-overhead
profiling method exploiting EM side-channels is proposed
in [12]. Although the methodology does not require any
modifications to the software/hardware of the profiled de-
vice, it fails reporting anomalies with zero false negative
rate (it reports benign instead of malware for some cases).
By improving these shortcomings, a new input generation
technique, called progressive symbolic execution, and an
advanced execution-trace-prediction method are proposed
in [33]. Likewise, an EM signal model and simulator are
proposed in [34], which can be helpful for obtaining sig-
natures of a program even in the design-stage. In [28], a
profiling scheme that leverages EM side-channels is intro-
duced. The paper exploits the idea that whenever a loop is
executed in a program, an RF signal is generated with a so-
called alternation frequency. This frequency corresponds to
reciprocal of the average time required to run an iteration of
a loop [35]. Since loops are an example of hot paths and the
program run-time is dominated by the loops, the scheme
profiles the program based on these emitted RF signals.
Later, this profiling scheme is modified to detect deviations
in program execution without any characterization of mal-
ware [36]. After creating a statistical model for the deviation
of a benign program in terms of loop-timing, a test signal
is compared against the model to determine whether the
deviations belong to the same distribution.

Although these approaches aim to profile a system for
malware, counterfeiting, and anomaly-detection, they are all
applied to a system when only a single core is active. On the
contrary, for multi-core processes, at least two different pro-
cesses can be active at the same time with arbitrary starting
times (which can exhibit no synchronization with respect
to (w.r.t.) each other). Therefore, a combination of these
emanated signals can cause an unknown structure for the
training data collected for malware detection. This causes a
serious false positive rate (alerting the presence of malware
even tough the system is benign) which can be very costly
since the system needs to be inspected at each alert. One
simple solution for these algorithms is to assume that the
cores are activated with a specified order and initialization
times of programs w.r.t. each other are always same. Then,
analyzing the collected signals, the methods introduced
above may profile program combinations. However, this

assumption is not valid in real life applications because a
program can be executed irrespective of others.

In this paper, we propose a mixture of Markov and
convolutional neural network (CNN) models, called Mar-
CNNet, to detect malware and to monitor multi-core sys-
tems. In the framework, the CNN behaves as the feature
extractor, and the Markov Model exploits the output of
the CNN to track the execution of a program. The CNN
has two major roles in the framework: 1) Informing the
tracking algorithm that the monitored program has been
started, and 2) providing the likelihood of states as the
current state. The Markov Model utilizes the probabilities
provided by the CNN to track the program execution by
checking whether the execution complies with predefined
constraints. Compared to other CNN models where the
training and test signals follow the same procedure, these
phases for MarCNNet differ to simplify the training phase
of the CNN in terms of collecting training signals. The input
for the CNN is the magnitude-averaged short-time-Fourier-
transform (STFT) of the gathered signal while executing
programs. We propose using Markov Model to represent the
dependency among paths of a program. States of the model
are assumed to be hot paths or loops, and transitions between
any two states are only allowed if the program follows
the path. Since the Markov part of the overall model con-
tains the information about the dependency among paths,
during the training phase of the CNN model, we assume
inputs to the neural network are independent of each other.
Collecting experimental data that exposes the dependency
among paths is very hard since the data structure needs
to explain all possible branching operations. Therefore, the
independence assumption of data for the CNN simplifies
the training phase. The outputs of the CNN are used as
an indicator of the current state. Therefore, in the testing
phase, based on the estimates of the output layer of the
CNN, the Markov Model tracks if the estimate-stream of
the CNN coheres with the allowed transitions. The method-
ology alarms the user if the estimates and corresponding
transitions do not adhere. In summary, the paper makes the
following contributions:

• Proposes a zero-overhead (non-invasive) methodol-
ogy to monitor and profile multi-core systems while
different programs are executed on each core.

• Proposes a convolutional neural network (CNN)
model that estimates the current path of the program.

• Defines a new structure that combines Markov and
CNN models to simplify the training phase of the
network and to track the execution path of the pro-
gram.

• Proposes a training data generation technique for
multi-core systems by exploiting signals collected
while executing only a single program.

• Provides a proof-of-concept implementation of the
proposed method to demonstrate its practicality on
various devices.

The rest of the paper is as follows: Section 2 illustrates
the emanated signals while executing programs, Section 3
describes the proposed model, MarCNNet, Section 4 intro-
duces strategies for the training phase and defines input
signal, Section 5 describes the testing phase of the proposed
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method, Section 6 provides the experimental setup and
results, and Section 7 draws conclusions.

2 EMANATED EM SIGNALS DURING PROGRAM
EXECUTION

Program executions change states of transistors in a pro-
cessor and yield radiation of EM signals. The correlation
between the executions and transitions can cause these
signals to convey sensitive information [37]. Moreover, it
has been shown that these emanated signals are modulated
by the device’s clock [32], i.e, loop activities in a program
generate peaks around the clock frequency. Therefore, with
a proper choice of antenna and clock harmonic, it is possible
to capture informative signals that are correlated with the
program activities even from a considerable distance [24].

Programs or applications are written to serve a specific
task, thereby each task within the program shows some
dependency to others. These tasks can be considered as
the hot-spots since execution run-time is mainly spent on
these regions. Therefore, we can claim that programs are a
combinations of these hot spots, and the execution of each
of these regions depends on previously executed ones. To
illustrate the modulation of signals and the domination of
hot regions, we consider the Bit_count benchmark from
MiBench suit [38]. The spectrogram of the received EM
signal is given in Fig. 1a while running only this benchmark.
To obtain the figure, we first demodulate the signal by the
clock frequency of the device, then take STFT of the signal
and plot in time. The most powerful frequency component
near center corresponds to the clock frequency of the device,
while the other strong frequency bins around the clock
frequency represent the modulated frequency components
due to looping operations that exist in the benchmark. The
main observation is that the benchmark contains seven
dominate regions which are executed in an order (The
regions and the clock frequency are demonstrated on the
figure as well.). Here, the frequency components observed
in the spectrogram are related to execution time of a single
iteration of a loop. For example, if the iteration takes Talt
seconds, we observe an RF signal component at the alterna-
tion frequency, falt = 1/Talt [15]. However, if the iteration
time varies in time due to program activities, we observe a
smearing around the expected frequency, as seen in the first
loop of Bit_count.

Similarly, the spectrogram of the received signal while
executing only Basicmath (another benchmark from
MiBench) is given in Fig. 1b. This time, four different regions
are observed with non-overlapping frequency components
as highlighted with the rectangles. We also observe that
these regions follow a sequential order such that each hot
region has only one path like in Bit_count.

The question here is how emanated signals are com-
posed when multi-cores are active. An example of the
received signal when both cores are active is given in Fig. 2.
We observe that the received signal is the superimposed ver-
sion of the only-Bit_count and only-Basicmath signals
that are executed separately in a single core. However, we
also observe that the activation of multiple cores increases
the noise power due to higher power consumption. There-
fore, the signals are superimposed with a lower signal-to-

Region - 7

Region - 6

Region - 5

Region - 4

Region - 3

Region - 2

Region - 1

Demodulated Clock 

Frequency Signal

(a) Bit_count.

Region - 4

Region - 3

Region - 2

Region - 1

Demodulated Clock 

Frequency Signal

(b) Basicmath.

Fig. 1. Hot regions for the profiled microbenchmarks from MiBench [38].

noise ratio (SNR). Therefore, it is possible to reconstruct
the spectrogram of emanated signals when both cores are
active if the relative initialization times of the programs are
known. Note here that a perfect superposition of signals
is not possible because whenever multi-cores are active, it
draws extra power that causes a certain amount of decrease
in SNR of the received signal. However, the received signal
in Fig. 2 illustrates that it still preserves the characteristics
of both programs. Therefore, the STFT magnitudes of the
received signals for multi-core devices can be modeled as
the summation of magnitudes of STFT outputs of single
core measurements with some additive white noise, which
represents the extra power drawn by the device. Please note
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Fig. 2. Hot regions when both microbenchmarks running at different
cores.

that with this model, any possible signal combination, irre-
spective of relative initialization time of each program can
be generated as long as one core measurements are available
for each program. Also, this model simplifies experimental
data collection phase because it does not require performing
experiments by adjusting the initialization times of the processes
randomly in time, i.e. choosing different delays for different
programs so that different states coincide.

3 MARKOV MODEL BASED PROGRAM PROFILING:
MARCNNET

In this section, we introduce Markovian Convolutional Neu-
ral Network (CNN) Model, called MarCNNet, to monitor
systems with no overhead and detect malware when in-
jected. For the simplicity of the discussion, we only consider
two programs: Bit_count and Basicmath.

1 2 3 4 5 6 7

(a) Bit_count

1 2 3 4

(b) Basicmath
Fig. 3. Markov Models representing the execution of benchmarks.

Remembering program executions follow a path, we first
investigate the spectrograms given in Fig. 1a and Fig. 1b. For
both cases, hot paths dominate the run-time of the programs
and demonstrate a similar pattern during a loop execution.
These loops can be considered the states of a given program,
which generate distinct frequency components that could
be the first candidates to reveal the current state. Moreover,
these distinct features follow an order/path that is defined
by the program. To represent this dependency among hot
regions, we propose utilizing Markov Models. The states

of the model are considered as hot regions, and transitions
among states are only allowed if there exists a branching op-
eration that enables consecutive execution of corresponding
hot regions.
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Fig. 4. Convolutional neural network model to track N different programs.

The state transition diagrams of Markov Models for both
benchmarks are given in Fig. 3. As given in the figure, the
states of each benchmark depend only on the previous hot
region, meaning that there is only one path from each state
for these benchmarks. Please note that these benchmarks are
state-of-the-art and the proposed model can track a program
with many branching operations, hence, more complicated
Markov Models as given in Section 6.1.

The model is designed to have N parallel units under the
assumption that the system can run N different programs.
However, the question is how to combine the CNN with
Markov Models. Although the CNN can classify the inputs,
it does not consider the dependency among its inputs.
To address this dependency, we use Markov Models. We
consider the CNN as the estimate of the current state of a
given program and utilize Markov Model as the inspector
of state transitions. The Markov Model is responsible for
warning the system that there is an anomaly. Therefore,
the combination of these two models provides a tool for
monitoring systems against malware.

After having a model to represent the dependency of the
execution paths, the question is how to identify the current
execution point of a given program. Please remember that
hot paths are generally a result of looping activities within
a program. Assuming each iteration of the loop takes equal
time to execute, we expect to have peaks at the harmonics
of the alternation frequency of the corresponding loop.
However, the execution times of software activities vary,
which causes shifts in the frequency domain [39]. To be able
to deal with problems that arise due to working on multi-
core systems and the spread of the frequency components
due to execution time variation, we use a convolutional
neural network, which has better built-in invariance to local
variations [40]. Convolutional neural networks are generally
used for image, speech and time series, and the structure
of the overall model is important to achieve better true
classification rates [41].

The proposed model, MarCNNet, is given in Fig. 4. The
model comprises N parallel units which correspond to the
N different programs that are monitored. The detailed CNN
model at each branch is given in Fig. 5. Each of these
branches contain:
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Convolutional Layer
(30 filters)

Convolutional Layer
(64 filters)

Dense Layer
(120 nodes) Dense Layer

(60 nodes)
Dense Layer
(24 nodes)

Convolutional Layer
(10 filters)

Output

max pooling

drop-out drop-out

max pooling flatten

Fig. 5. Detailed convolutional neural network model for the branches.

• 3 convolutional layers,
• 3 dense layers,
• 1 output layer whose size changes based on the

number of states.

After the first and second convolutional layers, we apply
max-pooling operations with a stride of 5 and a kernel size
of 10. The kernel sizes of the convolutional layers are 55,
35, 15, respectively. We also utilize dropout layers before
each convolutional layers with a dropout rate of 0.05 [42].
ReLU activation function is exploited at each layer except
the output layer. Cross entropy loss function is chosen as
the cost function of the network which is defined as

loss[o, class id ] = − log

exp(o[class id ])∑
n

exp(o[n])

 (1)

where class id is the state label of the considered training
signal and o is a vector containing the outputs of the
neurons at the output layer. We analyze the model with
various hyper-parameters, i.e. # of layers, stride, etc., and
come up with the parameters given above. However, we do
not claim that this model is the optimal model because there
are infinitely many options for the model selection, yet the
proposed CNN model extract features that are sufficient to
profile a system.

4 INPUT SIGNAL AND TRAINING PHASE

In this section, we first describe the input signal that is fed
to the neural network, and then explain the training phase
of the overall model.

4.1 Extracting Features for the Neural Network
Monitoring devices in real-time with high sampling rates
results in very large input data dimensions and requires
pre-processing before getting fed to the neural network. In
addition, the measured signal is corrupted by non-relevant
activities and this corruption should be minimized for ac-
curate program tracking. One straightforward approach is
to use time series samples with a specified window. How-
ever, because of the high sampling rates of the measuring
devices (which increases the dimension of the input layer),
interrupts and corruption due to environmental signals,
this method can return in lower accuracy rates, hence false
malware alert [12]. Moreover, this approach gives a larger
number of parameters to optimize. To reduce the size of the

data and increase the SNR level, we utilize the first phase of
the Two-Phase-Dimension-Reduction methodology proposed
in [43]. This method first calculates the STFT of the signal
and averages the magnitudes of time sample STFTs. For a
better explanation of the method, let

• F be the STFT window size,
• OS be the number of non-overlapping samples at

each STFT calculation,
• Ξ be the number of STFT operations to average, and
• eF be the extracted features that are utilized as the

neural network inputs.

The features can be obtained as

eF [k] =

Ξ∑
n=1

|Xn[k]| (2)

where k ∈ {0, 1, · · · ,F − 1}, and

Xn[k] =

F−1∑
ξ=0

Θ [ξ + (n− 1)OS ] exp (−j2πkξ/F) (3)

where Θ is the measured raw signal. To generate eF [k], the
number of time series samples used in the framework is Φ
where

Φ = F + (Ξ− 1)×OS .

Therefore, the size of the input vector for the neural network
reduces to F from Φ, which helps to:

• Improve SNR by diminishing the power of unrelated
activities,

• Reduce the number of parameters of the neural net-
work, hence decrease the complexity.

However, we do not provide eF to the neural network in
linear domain because most of the power is dominated by
the DC component. Other frequency components can be
disregarded while training the network, hence a normal-
ization operation is required to pay more attention on each
individual frequency component. The normalization is done
by converting the input vector into dB-domain as

êF = 20 log10(|eF |).

The normalization is generally done by dividing the signal
by its mean and standard deviation or subtracting the mean
from the input vector. However, converting the input into
the dB-domain introduces extra non-linearity to the prob-
lem, hence increases the accuracy of profiling.
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4.2 Training the CNN Model

The proposed neural network has many parallel units that
are independent of each other (there is no interconnection
among different units). Therefore, in the training phase, the
framework can be divided into N different CNN models,
and treated as separate problems. However, the question is
how to obtain training signals to feed the neural network
since the collected training signals correspond to single core
measurements. The process to generate training signals with
the available one-core measurements representing various
scenarios is given in Algorithm 1. The possible scenarios
and corresponding strategies can be listed as follows:

→ STRATEGY - 1: The training signal is kept the same
assuming that the test signal is collected when only
a single core is active with the same noise figure.

→ STRATEGY - 2: The training and testing data can be
collected in different environments with different
noise figures. To make the proposed model more re-
silient to noise due to environment, we add additive
noise to the input of the CNN.

→ STRATEGY - 3: This is the strategy to mimic the be-
havior of a multi-core signal that has the same noise
figure with the collected training signals. It super-
imposes signals from different states of different pro-
grams by employing random weights to consider the
destructive/constructive effect of multi-core signals
on each other. This approach is essential to decrease
the time required for data collection. It removes the
requirement of collecting EM signals when various
combination of processes run with random delays.
Another benefit of such a combination is that when
more than one program is running, the neural net-
work can still monitor the system by producing a
more confident estimate.

→ STRATEGY - 4: This strategy is considered to reflect
the scenario that multiple cores are active and the
test signal is measured in an environment with a
different noise figure. Therefore, to consider such a
scenario, we combine STRATEGY - 2 and STRATEGY -
3. Therefore, the generated input is the noisy version
of the weighted sum of different training signals.

In the algorithm, EF represents a matrix of extracted
features obtained as introduced in Section 4.1, and Eξ,i

F
denotes the data for the state i (i.e., i ∈ {1, 2, 3, 4} for
Basicmath) and the program ξ, i.e., Basicmath.

After establishing such a training data generation pro-
cedure, the CNN model needs to be trained to learn the
weights of the layers by applying backpropagation algo-
rithm [44]. The training process can be summarized as
follows:

• Let EF,All be the training signals for both training
and evaluation. We assume the number of samples
for each state of each program are the same.

• At each epoch, 20% of the the signals are randomly
chosen as the evaluation signals to prevent over-
fitting and denoted as EF,eval. The selection is done
carefully so that each state has the same number of
evaluation signals. The rest of the signals are utilized

Algorithm 1: Overview of the Training Generation
Algorithm

Data: the_state_id, the_program_id, EF

// Generate two matrices based on the
data labels.

M0 = Ethe_program_id, the_state_id
F

M1 = E!the_program_id, all_state_ids
F

// M0 contains all the data that
belongs to the_state_id of the
program the_program_id.

// M1 contains all the data
(irrespective of their states)
except the one that belongs to the
the_program_id.

// MTi
contains a subset of data

belonging to ith program.
// ttt: Generated training signals.

Randomly choose the training data generation
strategy

if STRATEGY - 1 is chosen then
ttt = M0

end
else if STRATEGY - 2 is chosen then

Choose a random value for the white noise
power, σ2, such that SNR > 10 dB.

Generate the additive noise components with
mean zero and standard deviation σ.

Assign N as the matrix that contains these noise
components.
ttt = M0 + N

end
else if STRATEGY - 3 is chosen then

Choose a random value, p, from a uniform
distribution.

Choose data from M1 to generate matrices MTi

where i ∈ 1, · · · , NC and NC is the number of
cores. The sizes of MTi

are exactly equal to M0.
ttt = p0M0 +

∑
i=1

piMTi
where

∑
i=0

pi = 1.

end
else

// STRATEGY - 4
Combine STRATEGY - 2 and STRATEGY - 3:
ttt = p0M0 +

∑
i=1

piMTi
+ N

end

Result: ttt

to train the neural network which is denoted as
EF,train.

• The training data mimicking multi-cores scenario is
generated by employing Algorithm 1 and EF,train.
This generated data is then employed for forward-
propagation and backward-propagation and to cal-
culate the value of the cost function at each epoch.

• At the end of each epoch, the evaluation data is
obtained by utilizing EF,eval and Algorithm 1. This
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time, the generated data is utilized just for forward-
propagation to calculate the cost function for the
evaluation phase.

• The cost function values for both the training and
evaluation phases are stored.

• The procedure is repeated as long as the loss function
for both training and evaluation decreases.

• All these steps given above are also repeated for K
times to train the CNN with different initialization
weights. The best model is chosen to proceed for
monitoring.

To generate the Markov Model, we first inspect the
source codes of applications and mark the candidate hot
regions. Then, we run the applications with the inputs that
allow applications to pass through all these regions and
capture EM signals during the execution. After capturing
the EM signals, we compare and cluster these signals. Each
cluster corresponds to a state in the Markov Model. Please
note that we do not consider the Markovian structure of
the problem in the training phase of the CNN. In other
words, the neural network training is performed by ig-
noring the Markov part of the proposed framework. The
Markov Model is exploited in the testing phase while we
profile the system.

5 TESTING WHILE MULTIPLE CORES ARE ACTIVE

In this section, we introduce our profiling procedure to
detect malware. Although the goal is to alert malware, we
can extend it further to identify the program which has the
malware. In other words, the primary goal of the paper
is to detect malware irrespective of the program and the
ultimate goal is to detect which program contains malware
even when multiple cores are active. However, multi-core
activity causes some drawbacks as opposed to single-core.
These drawbacks can be listed as follows:

• Some frequency components can be activated by
several cores at the same time and this can result
in misclassification and/or false malware alert.

• Activating more than one core causes extra power
consumption, thereby increasing white noise signal
power. This decreases the SNR of the received signal.

When the malware affects all spectrum, the proposed
framework could not identify which program contains mal-
ware. However, it still alerts malware because the malware
signal distorts the features that all parallel units of the
CNN promote. Therefore, once malware is detected and the
program with the malware could not be identified, these
programs can be executed in a single core to reveal the
program with malware.

We summarize the profiling procedure in Algorithm 2.
The main intuition behind the algorithm is that the program
has to follow a path to execute the states (hot regions) of the
program. Therefore, even if some neurons rather than the
expected neuron produce more powerful outputs, we still
choose the expected one as long as the value of the expected
neuron is larger than the given threshold. Note that we do
not apply any operation to the output layer, i.e. softmax,
etc. As an example, we provide output layer values for two
states in Fig. 6. We demonstrate only these two states for

Algorithm 2: Profiling Procedure
Data: Θ,MM ,MN

// MM: Markov Model.
// MN: CNN Model after training.
// tM: Threshold for announcing

malware.
// tS: Minumum time for execution of

any state.
// tL: Threshold for announcing a

signal belongs to a cluster.
// oF: Output of MN.
not detected = # of states + 1
current state = not detected
transitions = []
while true do

Apply the procedure in Section 4.1 to obtain êF .
Feed êF toMN to obtain oF .
if current state != not detected then

-Check whether the values of oF for
current state and the state candidates of
MM are larger then threshold.

-Apply softmax function for the states that
are above the threshold.

-Choose the most likely state as the next state
candidate.

if The chosen state is current state then
Append current state to transitions

end
else if the time spent in current state is larger
than tS then

Update current state and append to
transitions

end
else

Append not detected to transitions

end
end
else

if oF [1] is larger than tL then
// The program is started!
Append 1 to transitions

current state = 1
end
else

Append not detected to transitions

end
end
if A program execution is started and the last entries
of transitions corresponding to the last tM
seconds are equivalent to not detected then

if Program not ended then
Alert malware!!!!

end
end

end

Result: transitions

illustration purposes and a similar pattern is obtained for
other states as well. Whenever a state is activated, the value

This article has been accepted for publication in IEEE Transactions on Computers. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TC.2022.3184520

© 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Georgia Institute of Technology. Downloaded on June 23,2022 at 16:01:29 UTC from IEEE Xplore.  Restrictions apply. 



8

Fig. 6. The values of output layers for the states 3 and 5.

peaks at the neuron for the corresponding state and the out-
comes for the activated regions are above some threshold.
Therefore, we can claim that the program is in a state at
a given time if the transition complies with the Markov
Model and the throughput is larger than a given threshold.
The false firings can be a result of another unrelated activity
distorting the actual signal. The switching occurs only if the
current state can not pass beyond the threshold, i.e. there is
another state whose value is larger than the threshold and
transition from the current state to this state is possible.

Because of other computer activities that stall the ex-
ecution of monitored programs, the CNN output can not
provide accurate estimates and the Markov Model can alert
false positives. Although false positives are not as critical
as false negatives, they still increase the maintenance cost
of the system. Therefore, the algorithm defines two param-
eters: tM and tS . tM is the mimimum time that the CNN
needs to report untrusted estimates before announcing the
malware. tS is the minimum time that each state takes.
Utilization of these parameters avoids inaccurate transition
of states and a false alarm because they prevent inaccurate
transitions due to misleading activation of neurons due to
other software activities. Note here that these parameters
also define the sensitivity of the anomaly detection frame-
work. Therefore, they have to be selected cautiously to
prevent many false positives/negatives.

6 EXPERIMENTAL SETUP AND RESULTS

TABLE 1
Devices and corresponding core numbers.

Device # of Cores Clock Frequency (GHz)

A13-OLinuXino-Micro 1 1

A20-OLinuXino-LIME2 2 1

Alcatel Ideal 4 1.1

In this section, we provide experimental setups and
results for the proposed profiling scheme. We perform ex-
periments on 3 different devices with different number of
cores. Table 1 demonstrates the name of the devices and

the number of cores they have. The goal of this section is to
illustrate that the proposed methodology works for multiple
devices, programs and cores.

(a) A13-OLinuXino-Micro. (b) A20-OLinuXino-LIME2.

(c) Alcatel Ideal.

Fig. 7. Experimental setups for the measurements.

The experimental setups for all devices are given in Fig.
7. For the experiments, we used a lab-made magnetic probe
and a Keysight M9391A PXIe Vector Signal Analyzer to
measure the emanated signals. The CNN is trained with
a batch size of 50 and the number of epochs for the worst
case is set to 2000. We utilize the ADAM optimizer with a
learning rate of 0.001 and PyTorch to train the CNN. We set
K to be 10. For the pre-processing, F , OS and Ξ are set to
40960, 150 and 5, respectively. For each state, we collected
400 training signals. The frequency span of the collected
signals is set to 3 MHz around the clock frequency of the
tested device. The measurements are done with a sampling
rate of 3.84 MHz. We first present our results when only
a single core is active, then consider the scenario where
multiple cores are active.

6.1 Program Profiling When Only One of the Cores is
Active

In this section, we provide experimental results for the
proposed model while only a single core is active. We first
collect training signals, and then train our neural network
by utilizing Algorithm 1. This is followed by generating
state transition diagrams by applying Algorithm 2. The
profiling results while Bit_count is executed in a single
core for Alcatel phone are given in Fig. 8. In this figure,
we consider two scenarios: when the system is benign and
when the program has malware. We consider the malwares
given in [45] (DDoS, Ransomware and Code Modification)
for comparison purposes. The decision stream for the benign
system is given in Fig. 8a. In this figure, x-axis represents
the monitoring time and y-axis indicates the state of the
program at a given time. Please observe that the plot also
contains a state with the number “8” which does not comply
with the Markov Model given in Fig. 3. We use this extra
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state to represent that the output of the CNN is not above
threshold and the Markov Model could not assign the
current output to any possible states. Since there exists only
a single path for each state (which can be executed only if
the execution of the previous state is completed), we observe
a stepwise structure which indicates the program is running
properly. However, if we consider Fig. 8b, we observe an
anomaly between State -2 and State-3. Since this anomaly
lasts longer than tM second, we alert malware. Here, tM is
set to 2 ms which represents the sensitivity of the program.

(a) The states while profiling the system when Bit_count is
running.

(b) The states while profiling the system when Bit_count with
a malware is running.

Fig. 8. State transition diagrams while only a single core is active.

Please note that the proposed framework does not only
work for state transitions, as given in Fig. 3, which have
only a single direction, but also for any Markov Model that
has more branching operations. As an example, we con-
sider a SAVAT program [35] which generates four different
states during its execution. Compared to Bit_count and
Basicmath, the Markov model of the program has more
paths, as given in Fig. 9. This program has infinitely many
paths since the state ‘4’ has a connection to the state ‘1’. The
biggest advantage of the proposed methodology is that we
do not need to collect all possible training signals, which is
impossible for this case.

1 2 3 4

Fig. 9. Proof-of-concept implementation: State transitions of a program
written by combining SAVAT with different alternation frequencies.

The training signal is collected only from a few execu-
tions of the code, irrespective of the path as long as the
measurement has samples from each state. Since the states
are chosen such that they produce similar signals whenever
they are executed, having a couple of execution is enough
to train our CNN model. After training the CNN model,
the program can be monitored applying Algorithm 2. An
example of the state transitions of the program is given in
Fig. 10. The actual state transitions for the experiment is
“1-2-4-1-2-3-4”. We observe that the transitions are perfectly
followed by the proposed method and the framework does
not alert any anomaly. Therefore, the proposed methodol-
ogy can monitor systems even with a more complex Markov
Model.

Fig. 10. State transitions while profiling SAVAT based program.

We have done experiments on all of the devices with
these programs. We obtain 0% false negative rate (claiming
no malware although the program has malware) for all of
the devices. However, the false positive rate is 0.1%, 0.2%
and 0.3% for OLinuXino-A13, OLinuXino-A20 and Alcatel,
respectively. These ratios are calculated by dividing inaccu-
rate “idle” samples to total number of samples (> 103). The
performance of the proposed framework is similar with [45]
and better than other side channel profiling schemes given
in [28], [36]. Please note that the proposed framework excels
when multi-cores are active while executing multiple pro-
cesses. Even under multiple threads of processes scenario, it
can successfully monitor systems as given in the following
sections. Please also note that having a false positive only
increases the maintenance cost of the system. However,
having a false negative can cause serious problems since
this inaccurate classification can cause information leakages
or irreparable damages on the system.

6.2 Program Profiling When Multiple Cores are Active
In this section, we consider the scenario when multiple
cores are active. For a better explanation, we first provide
examples when two cores are running Basicmath and
Bit_count, but provide results for other cases as well. We
investigate 1) the results when both programs are benign
and 2) why the cooperation between the neural network
and the Markov Model is important. In that respect, we
run Basicmath and Bit_count on the Alcatel phone
such that these programs are executed at different cores.
The spectrogram of the received signal is already given
in Fig. 2. We provide the values of the first parallel unit
of the proposed neural network and corresponding state-
transition flow obtained by employing Algorithm 2 in Fig.
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(a) The color becomes brighter as the output of the
CNN gets larger. Likewise, the color gets darker as
the corresponding neuron at the output layer gets
smaller.

(b)

Fig. 11. Profiling based on the CNN and Markov Model for Bit_count.

11a and Fig. 11b, respectively. In Fig. 11a, y-axis represents
the time and x-axis represents the neuron number at the
output layer indicating the state of the considered program.
The color of the plot demonstrates the value of each neuron
after forward-propogation. The measurement starts before
program execution, and is monitored until all program
executions are done. In these “idle” regions, the proposed
model does not report any malware because it is aware that
the cores are not executing the programs. In other words,
these “idle” states appear at the beginning and end of the
program no matter what, and in the middle of the program
if there is malware. Based on the top figure in Fig. 11,
we observe two main problems that can cause inaccurate
monitoring of a program:

• Multiple neurons are fired at the same time.
• A neuron other than the expected one is fired.

These problems can cause confusion or increase false neg-
ative/positive rate if the Markov Model is disregarded.
The Markov part of the proposed framework ensures that
the profiling methodology can overcome these problems.
These inaccurate transitions are prevented via the thresholds
employed by Algorithm 2 and limitations on the transitions
imposed by the proposed Markov Model. In Fig. 12, the
same plots are drawn for Basicmath, i.e. the second paral-
lel unit of the neural network. Similarly, the same problems

(a)

(b)

Fig. 12. Profiling based on the CNN and Markov Model for Basicmath.

are observed with the Bit_count experiment, yet perfect
monitoring is obtained with the proposed model.

The main observations regarding the experiment can be
listed as follows:

• Although the training is performed by utilizing
single-core-measurements, the proposed methodol-
ogy can track and profile the program when multiple
cores are active.

• The neural network realizes the components em-
anated due to other profiled programs, and does not
cause false positives even tough multiple cores are
active.

As the second step, we investigate the behavior of the
model when malware is injected to one of the programs. In
that respect, the spectrograms of the programs in Fig. 13 are
examples of when Basicmath and Bit_count have mal-
ware, respectively. The regions corresponding to malware
are indicated with a dotted rectangular. For the experiment
where Basicmath has malware, we observe that there is
frequency shift toward lower frequencies (toward the center
frequency) due to injection of extra code lines. This causes
inner-loops to last longer to execute and some frequency
components fade away. However, for the experiment where
Bit_count has malware, we observe a shift away from
center frequency (to higher frequencies) (see dotted region
of Fig. 13b). This could be the result of inserting a new code
which lasts less time, the deletion of some code lines, etc.
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(a) When a malware is injected into Basicmath.

(b) When a malware is injected into Bit_count.
Fig. 13. Hot regions when one of the programs has a malware.

In Fig. 14, we provide the output streams of the Al-
gorithm 2 for both parallel units when Basicmath has
malware. In Fig. 14a, the profiling results are given for the
first parallel unit, whereas Fig. 14b provides the results for
the second parallel unit of the proposed model. As expected,
the algorithm does not alert while profiling Bit_count
as opposed to the other parallel unit since the malware is
injected into Basicmath benchmark. As another example,
Fig. 15 demonstrates the output stream of Algorithm 2
when Bit_count has malware. The same comments as
before can be applied for this example. This time, the first
parallel unit alerts the malware while the second parallel

(a) First parallel unit.

(b) Second parallel unit.

Fig. 14. Profiling based on the CNN and Markov Model when
Basicmath has malware.

unit reports a benign program since the malware is injected
to Bit_count.

As the final example, we investigate the behavior of
the model when the same algorithm is executed at both
cores. This is the worst case scenario since both programs
produce the same frequency components. We observe that
the proposed model can still detect the malware because
the distortion of the malware on the spectrum causes in-
formation loss for the CNN to extract features. This time,
we are not able to reveal which program has the malware.
However, after being aware of that malware is in one of the
programs, we run these programs individually by activating
only a single core of the device. Based on the outcomes of
the single-core-experiments, we successfully identify which
program has the malware. However, if the malware does not
distort the spectrum severely and if the initialization of the
same program on both cores is exactly same, it is possible
for the framework to miss the malware. However, for the
paper, we assume these two conditions do not occur at the
same time.

Main observations about these profiling experiments can
be listed as follows:

• As long as the malware does not affect the whole
spectrum, the proposed methodology can predict
which of the programs has the malware. If it does
affect the whole spectrum, it alerts an anomaly.

• The system can keep monitoring even after the part
related to malware is executed.

• Combining Markov and CNN Models enables accu-
rate prediction of the location of malware within the
program.
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(a) First parallel unit.

(b) Second parallel unit.

Fig. 15. Profiling based on the CNN and Markov Model when
Bit_count has malware.

Fig. 16. The states while profiling the system when two Bit counts are
running and one of them has a malware.

TABLE 2
The performance of the framework for different devices when multiple

cores are active (%).

# of Active Cores

1 2 3 4

FP FN FP FN FP FN FP FN

A13-OLinuXino-Micro 0.1 0 - - - - - -

A20-OLinuXino-LIME2 0.2 0 0.6 0 - - - -

Alcatel Ideal 0.3 0 0.5 0 1.2 0 2 0

After these results, we can provide examples of multi-
core devices running different programs. Again, we con-
sider the attacks given in [45]. For each scenario, we tested
our framework with approximately 1000 samples. Table
2 contains false positive and negative rates for different

number of active cores. Here, FP and FN represent false
positive and negative rates, respectively. We observe that
false negative is 0% for all cases, and false positive rate is
less than 2%. The performance of the algorithms given in
[28], [36], [45] degrades significantly (false positive rates >
60%) when multi-core experiments are performed. It is be-
cause these algorithms could not handle the interpolation of
the EM signals emanated from multiple cores. These results
show that the proposed methodology is a very powerful
tool for monitoring multi-core devices.

We also note here that RNN and LSTM structures could
also be applied to the problem. However, if the application
execution time varies based on its inputs, and there is no
limitation on the total execution time, further research is
required to handle these aforementioned problems with
these structures. Our proposed work resolves this issue
by proposing a Markov Model and taking the application
execution time out of the equation.

7 CONCLUSIONS

Motivated by zero-overhead program profiling methodolo-
gies, in this paper, we propose a new scheme that combines
convolutional neural network and Markov models to detect
anomalies and malware, and monitor multi-core systems. In
the proposed methodology, the Markov part describes the
dependencies among hot paths of a given program whereas
the neural network estimates the likelihood of Markov
states at a specific time. The structure is designed such
that the training phase of the neural net does not consider
the dependency among its inputs. However, in the testing
phase, the CNN outputs are tracked by the Markov model
to control whether the transition between states are allowed.
Here, states are considered as the hot spots of the program
and transitions are allowed only if the program has such a
path.

The inputs to the neural network are the emanated EM
signals that are unintentionally generated while executing
a program. To decrease the number of parameters of the
neural network and delay between the monitoring and
monitored systems, we propose to reduce the dimension-
ality of the gathered signal by averaging the magnitude of
STFT outputs. Since there is no instrumentation planted to
the monitored system, the proposed method introduces no
overhead, therefore, it is observer-effect-free.

We tested the proposed methodology on various devices
with different numbers of active cores. We obtained no false
negative which means that the method always alerts users
whenever an anomaly exists in the system. Compared with
previous zero-overhead profiling methods, the proposed
framework can identify which program has anomalies when
different programs are executed on multi-cores. Therefore,
the proposed methodology can be used to secure systems
or to monitor anomalies even on multi-core devices since
the deviations from the actual behavior of a program can be
exposed with the proposed scheme.
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