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Abstract Side-channel analysis is a powerful tool both

from attacker’s and from defender’s perspective. Un-

derstanding similarities and differences among types of

side-channels is a necessary step in better utilization

of side-channels. This paper addresses this problem by

modeling and quantitatively comparing backscattering,

electromagnetic (EM), and power side-channels and

discussing the performance of these three side-channels

in detecting software malware and hardware Trojans

(HT). The results show that for larger changes in the

signals, such as those caused by malware intrusions, all

three side-channels perform similarly. However, when

smaller changes need to be observed, such as those

caused by HTs, the backscattering side-channel outper-

forms EM and power side-channels.

Keywords Side-channel analysis · Cybersecurity ·
Hardware Trojan detection

1 Introduction

Digital devices have become an integral aspect of our

lives with the amount of data stored or sent every

minute increasing exponentially. Therefore, a plethora

of techniques have been proposed to either verify the

authenticity of digital devices and data or protect them

from malicious activities. Among the proposed meth-

ods, side-channel analysis has emerged as a powerful

tool for both adversaries and security researchers.

Luong N. Nguyen, E-mail: lnguyen91@gatech.edu
Chia-Lin Cheng, E-mail: cheng@gatech.edu
Frank T. Werner, E-mail: fwerner6@gatech.edu
Milos Prvulovic, E-mail: milos@cc.gatech.edu
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Attackers use side-channels to circumvent tradi-

tional access controls and protections by exploiting the

observable side effects of computation rather than at-

tacking the computation’s functionality. Computations

have many observable side effects through an analog

medium, such as power consumption [1–3], sound [4,

5], and electromagnetic emanations [6–8] that can be

exploited to create side-channel attacks. A number

of studies have been published on preventing side-

channel attacks and the leakage of sensitive informa-

tion. For example, several countermeasures for protect-

ing video displays and smart-cards from EM leakage

involve low-cost shielding techniques, the use of asyn-

chronous circuits, or changing the layout of circuitry [9–

13]. Additionally, research has demonstrated methods

for systematically identifying and quantifying EM side-

channel signals [14].

Defenders use side-channels for tracking program

activities on various code levels such as loops, paths, ba-

sic blocks, and individual instructions [15–21], as well as

for hardware Trojan detection [22]. Side-channel analy-

sis for tracking program activities relies on monitoring a

device’s power or EM fluctuations and relating them to

software activities on a device’s processor. This analy-

sis has been used for protecting against attacks target-

ing the battery life of hand-held mobile devices [15],

for integrity assessment of Software Defined Radios

[16], for malware detection on embedded medical de-

vices [17], IoT devices [18,19], etc. Side-channel analy-

sis for HT detection relies on measuring non-functional

properties from outside the integrated circuit (IC), and

comparing the measurements to reference signals pro-

duced by either simulation or a golden example. Side-

channels used for HT detection include power consump-

tion [23–26], leakage current [27], temperature [28,29],

EM [30–32], a combination of multiple side-channels
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[33,34], and more recently backscattering side-channels

[35]. The backscattering side-channel is a consequence

of impedance changes in switching circuits. One exam-

ple of such a side-channel is when digital logic activity

causes incoming EM signals to be modulated as they are

reflected (backscattered) at frequencies that depend on

both the incoming EM signal and the circuit activity.

All previous work indicates that backscattering,

EM, and power side-channel analysis can be a powerful

tool for both attackers and defenders; however, it is not

clear which type of side-channels provides the most use-

ful information. Hence, the objective of this paper is to

model and quantitatively compare the backscattering,

EM, and power side-channels and their performance in

detecting software malware and HTs. We start by de-

scribing the backscattering side-channel and comparing

it with EM and power side-channels, two of the more

widely used types of side-channels. Then, we charac-

terize, model, and compare spectral characteristics of

all three side-channels. Finally, we compare the perfor-

mance of all three side-channels in detecting software

malware and HTs. The results show that for larger

changes in the signals, such as those caused by mal-

ware intrusions, all three side-channels perform simi-

larly. However, when smaller changes need to be ob-

served, such as those caused by HTs, the backscatter-

ing side-channel outperforms the EM and power side-

channels.

The rest of this paper is organized as follows. Sec-

tion 2 presents some background on the backscattering,

EM, and power side-channels. Section 3 details the pro-

posed signal models for each side-channel, and verifies

them against measurements. Section 4 compares how

each side-channel’s signal changes with different mea-

surement parameters, such as distance and input power.

Section 5 illustrates how a software malware and a HT

can be detected using each side-channel and compares

their performance. Finally, Section 6 concludes the pa-

per.

2 Side-Channel Background

2.1 The Backscattering Side-Channel

While EM and power side-channels have been used ex-

tensively, the use of the backscattering side-channel is

still relatively new [35]. EM and power side-channels

are a consequence of changes in the current inside

an electronic circuit. In contrast, the backscattering

side-channel is a consequence of impedance changes in

switching circuits, which is caused by the transistors’

two-state impedances reflecting a modulated signal.
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Fig. 1 (a) CMOS NAND gate; (b) CMOS NOR gate; (c)
Equivalent impedance circuits.

For example, Figs. 1 (a) and (b) show a 2-input

CMOS NAND gate and CMOS NOR gate respectively.

When the input voltages of the NAND circuit are low,

the NMOS transistors are off and the PMOS transistors

are on. A direct path exists between Vout and VDD, re-

sulting in a high output state. On the other hand, high

input voltages result in a low output state. As shown in

Fig. 1 (c), there exists a finite resistance R1 between the

output and VDD and R0 between the output and the

ground, respectively. The values of R0 and R1 are differ-

ent [36]. In other words, switching between the NAND

logic’s high output state (R1) and low output state (R0)

creates impedance variation, which is analogous to the

impedance switching in RFID tags. Similarly, the same

reasoning can be applied to CMOS NOR and NOT

gate circuits. Typically, every digital circuit is built by

NAND (or NOR) and NOT gates so it can be gener-

alized to any digital circuit. When a continuous-wave

signal is transmitted toward a set of gates, the backscat-

tered signal can be expected to change as the gates’

states change, thus creating an impedance-based side-

channel. Similar to the traditional EM side-channel, the

backscattering side-channel has a high bandwidth; how-

ever, unlike the EM side-channel, the strength of the

backscattered signal can be increased when needed, its

frequency can be shifted to avoid noise, interference,

and poor signal propagation conditions, and it can be

more accurately focused on a specific part of the chip.

To demonstrate the backscattering side-channel, an

Altera DE0 Cyclone V Field-Programmable Gate Array

(FPGA) development board is used to create a toggling

circuit that consists of a cyclic shift register composed

of flip-flops. We have chosen an FPGA board because

it is easily configurable and is a good representative of

a wide variety of embedded computer systems. In the

circuit, the flip-flops continuously switch their values

between high and low at a certain frequency fm as il-

lustrated in Fig. 2. The clock frequency of this circuit

is fc = 50 MHz. A near field probe [37] is used to prop-

agate a continuous wave (CW) of frequency fcarrier to

the FPGA, and another probe is used to receive the
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Fig. 2 Measured voltage at the output of flip-flops switching
at fm=900 kHz.

backscattered signals, as illustrated in Fig. 4 (a). In the

test circuit, the toggling flip-flops modulate the CW.

The switching frequency (also called modulation fre-

quency), fm, directly relates to the modulated signal

bandwidth, i.e., the first harmonic of the modulated

backscattered signal will be located at fcarrier ± fm,

where fcarrier is the frequency of the (externally trans-

mitted) carrier signal. By changing fm, we can easily

up-shift or down-shift the modulated signals. In this

experiment, the switching frequencies of the flip-flops

in the FPGA board are varied from fm=900 kHz to

1.2 MHz and 1.6 MHz. The fcarrier=3.031 GHz in this

experiment was chosen to avoid interference from other

periodic signals on the FPGA board.

Fig. 3 shows the measurement results with fcarrier =

3.031 GHz and fm = 900 kHz (blue), 1.2 MHz (red),

and 1.6 MHz (green). The standby curve (violet) is the
measured backscattered signal when the FPGA board

is turned on but not toggling. Distinct modulated side-

bands are observed at 3.031 GHz ± 900 kHz, 3.031 GHz

± 1.2 MHz, and 3.031 GHz ± 1.6 MHz. The signal

strength of all the sidebands are at least 40 dB above

the noise floor. Therefore, the results in Fig. 3 confirm

that switching electronics can establish a backscatter-

ing channel. Note that to avoid mixing with pure EM

signals, the carrier frequency fcarrier should not be a

harmonic of the circuit’s clock frequency fc and the

outputs of the circuit should not connect to any of the

FPGA’s IO pins.

The backscattering side-channel can cause problems

similar to those caused by EM emanations, i.e., it can

cause EM interference (EMI) and/or leakage of sensi-

tive information. In addition, it may require alleviation

methods that decouple the impedance variation from

the circuit activity, even when little or no current is

flowing. It is especially problematic that when trans-

mitting toward a device (accidentally or maliciously),

 

Fig. 3 Backscattered signals at fcarrier=3.031 GHz.

a stronger signal at one frequency increases the EMI

and/or information leakage at a different frequency.

2.2 The EM Side-Channel

In EM side-channels, the variation in the current-flow in

a device while it is in operation causes the device to emit

EM waves [38]. The advantages of EM side-channels are

that they make it possible to monitor a device from a

distance and have a large bandwidth. The main disad-

vantage of EM side-channels is that the emanations can

be extremely weak, making them difficult to detect at

times.

2.3 The Power Side-Channel

In power side-channels, information about what is being

preformed by a device can be obtained by monitoring

how its power consumption varies. Because some power

is consumed by a transistor while it is active, the de-

vice’s power draw is directly related to its transistors’

activity [39]. One weakness of power side-channels is

that they require a direct connection to the monitored

device. Furthermore, power side-channels have a lim-

ited bandwidth [32] because the on-chip mechanisms

that limit the supply voltage fluctuations also act as a

low-pass filters with respect to the current and voltage

that can be measured at the outputs of the chip.

3 Side-Channel Waveform Model Comparison

This section characterizes the three side-channels by

proposing a waveform model and comparing it to the
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Fig. 4 (a) The measurement setup for the backscattering
and EM side-channels; (b) the measurement setup for the
power side-channel.

measurement results. Starting with the backscattering

side-channel, we change the duty-cycle of the toggling

circuit and compare the shape of the first three har-

monics observed in the side-channel with the shape of

the first three harmonics of a square pulse. The assump-

tion is that, if we change the impedance of the circuit

from one level to another, it occurs in discrete steps

that create a signal similar to square pulse train. Fi-

nally, the shape of the first three harmonics when using

Em and power side-channels are compared to those ob-

tained through backscattering.

The measurement setup for the backscattering side-

channel is shown in Fig. 4 (a). The setup includes a

transmitter probe connected to a signal generator and

a receiver probe connected to a vector signal analyzer.

Both near-field probes are from the AARONIA Near

Field Probe Set [37]. An Agilent MXG N5183A Sig-

nal Generator with an output power of 15 dBm is used

as a signal source and an Agilent MXA N9020A Vec-

tor Signal Analyzer is used to record the signals. The

devices under test (DuT) are Altera DE0 Cyclone V

FPGA development boards. An angle ruler is used to

position the FPGA boards and a laptop is used to

control the devices and automate the measurements.

The EM emanations are recorded by using the receiver

probe in Fig. 4 (a). For the power measurements, the

power signal is collected using an N7020 Power Rail

Probe PBS2 [40] positioned at a capacitor in the chip,

as shown in Fig. 4 (b).

As discussed in the previous section, the toggling

circuit toggles an array of flip-flops between output-on

(1) and output-off (0) states. When a flip-flop is turned

on (1-state), its pull-up circuits are closed (conductive)

and its pull-down circuits are open (high impedance).

Conversely, when a flip-flop is turned off (0-state),

its pull-up circuits are open and its pull-down cir-

cuits are closed. Because the impedances of the pull-

up and pull-down circuits are not identical, the equiv-

alent impedance of the circuit when flip-flops are in

the 1-state is different from the impedance when flip-

flops are in the 0-state. Therefore, the toggling cir-

cuit is switching between two different impedance levels

at a particular frequency. The carrier signal is modu-

lated by this difference in impedance levels, creating the

sideband at the switching frequency from the carrier

in the backscattered signal. Therefore, we can model

the toggling-modulated backscattering signal as a si-

nusoidal carrier waveform modulated by a square-wave

waveform that has a 0.5 duty cycle.

 

Fig. 5 Ideal square-wave signal.

Fig. 5 shows an ideal square waveform generated

in MATLAB. By varying the duty cycle of this square

pulse train and recording the magnitudes of the first

three harmonics, we obtain the function of how the har-

monics change with the duty cycle, as shown in Fig. 6.

Note that when the duty cycle is 0.5, the amplitude of

the second harmonic drops very low; therefore, it is not

shown in the figure.

We compare this model with the measurements pro-

duced by the toggling circuit with the same toggling

frequency that was used as the modulating frequency

in the square-wave model. Furthermore, we change the
duty cycle and record the power of different harmonics

to verify that their measured shapes match the model’s

predictions when the duty cycle of the modulating

square-wave signal is changed. Fig. 7 shows how each

of the first, second, and third harmonics change with

the duty cycle. These results are very similar to those

predicted by the ideal-square-wave model in Fig. 6.

Next, we provide signal model for the EM and power

side-channels and then compare the model’s predictions

with measurements. In the analysis, we use the same

toggling circuit that was used for the backscattering

side-channel.

Here, the current magnitude and pulse width de-

pend on the number of flip-flops that are active dur-

ing each clock cycle. Since the current’s amplitude and

pulse width vary every cycle, the EM and power side-

channels signals’ amplitude and pulse width change

every cycle. Therefore, the side-channel signal can be

modeled as a waveform that has the amplitude and

pulse change at every cycle, as shown in Fig. 8. The first
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Fig. 6 Changes in the first three harmonics of an ideal square
pulse as a function of duty cycle.

 

Fig. 7 The first three harmonics of measured backscattered
signal as a function of duty cycle.

 

Fig. 8 Waveform model of the EM and power side-channels
signal.

three harmonics of this pulse train and how they change

with the duty cycle are shown in Fig. 9. To verify this

model, we again use the toggling circuit switching at fm
= 1.25 MHz. We vary the duty cycle of the toggling cir-

cuit and record the first three harmonics of the EM and

power side-channel signals. The results are shown in

Figs. 10 and 11, respectively. The results demonstrates

that the EM and power side-channels have very similar

harmonic amplitude trends and follow the behavior of

the model in the Fig. 9. On the other hand, these trends

are different from the backscattering side-channel’s re-

sults in Fig. 7, demonstrating that the backscattering

side-channel is different from the EM and power side-

channels.

 

Fig. 9 The change in the first three harmonics of a modeled
current pulse as a function of duty cycle.

 

Fig. 10 The first three harmonics of the measured EM side-
channel signal as a function of duty cycle.

 

Fig. 11 The first three harmonics of the measured power
side-channel signal as a function of duty cycle.

4 Comparison of the Characteristics of the

Backscattering, EM, and Power Side-Channels

4.1 Impact of Distance on the Side-Channels

While the power side-channel can not be measured

from a distance, both the backscattered and EM signals

can be recorded from several meters away. The longer

the distance, the weaker the signal is in both side-

channels. However, the backscattering side-channel sig-

nal’s strength can be increased by increasing the power

of the carrier wave. This allows for measurements over

a longer distance.
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In this section, we analyze how the magnitudes of

the backscattering and EM side-channels’ signals de-

pend on the distance from the monitored device. Be-

cause it requires measuring from a distance, the near-

field probes in Fig. 4 are replaced by horn antennas

with an average gain of 9.1 dBi [41], as illustrated in

Fig. 12. The toggling circuit with a toggling frequency

fm = 900 kHz is used and the distance from the an-

tennas to the DuT is swept from 50 cm to 3 m. The

carrier frequency is 10.91 GHz because it does not in-

terfere with other periodic signals on the DuT, and the

horn antennas give high gain at the frequency. We mea-

sure the power of the first harmonic sideband caused by

the toggling circuit. The power of the carrier is kept at

15 dBm, the maximum power that the signal gener-

ator can generate. The results in Fig. 13 demonstrate

how the magnitudes of the backscattering and EM side-

channel power (in dB) change with the distance. Unsur-

prisingly, signal strength decays rapidly with the dis-

tance in both cases.

 

Transmitter 
 antenna 

Receiver 
 antenna 

Device under  
test 

Fig. 12 Setup for backscattering and EM measurements
from a distance.

4.2 Impact of Input Power on the Side-Channels

For the EM and power side-channels, the strength of

measured signal is limited by the strength of the signal

leaked from the device. In contrast, the backscattering

side-channel does not have this limitation since it does

not depend on leakage from the circuits. In this sec-

tion, the impact of input power on the quality of the

backscattering side-channel is analyzed. In this mea-

surement, the toggling circuit has fm = 1.25 MHz,

and the power of the carrier is swept from -15 dBm

to 3 dBm. The results in Fig. 14 show that the side-

band power increases as the transmitted carrier power

increases. This means that we can control the strength

of the backscattered signal by changing the power at
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Fig. 13 Side-channel power as a function of the distance
from the DuT.

the carrier’s transmitter. For example, when measuring

far away from the device, or when there are obstacles

between the antenna and the device, we can compen-

sate for the path loss by transmitting a stronger carrier.

Therefore, unlike the EM and power, the backscattering

side-channel is an “active” side-channel.

 

 

 

 

 

 

 

Fig. 14 The received power of the backscattered signal as a
function of the carrier power at the transmitter.

5 Comparison of the Backscattering, EM, and

Power Side-Channels in Detecting Software

and Hardware Intrusions

5.1 Comparison of Backscattering-Based, EM-Based,

and Power-Based Software Malware Detection

In this section, we use the EM-Based Detection of De-

viations in Program Execution (EDDIE) technique, a

malware detection prototype from [19], to demonstrate

how these side-channels can be used to detect malware,

and then compare their performances. EDDIE is a novel

method for monitoring software activity without pay-

ing any overhead on hardware, software, and resources
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on the monitored system. In [19], the authors only ex-

ploit the EM side-channel for EDDIE without consid-

ering any other side-channel. In this paper, we use the

EDDIE method for all three side-channels and make a

comparison. Note that this study is intended only as

a comparison, and that a much more detailed study of

EDDIE’s EM-based performance can be found in [19].

EDDIE relies on spikes, or peaks, in the frequency

spectrum generated by periodic activity, such as a loop

in a software program, to monitor and detect malicious

behavior. As discussed in [19], loops tend to produce

peaks in the spectrum that correspond to their per-

iteration timing. These peaks are strongest when an

existing periodic signal, such as a clock signal, is am-

plitude (AM) modulated by changes in processor activ-

ity. For example, Fig. 15 illustrates a spectrum of the

AM modulated loop activity of a software program. In

the figure, the center peak, the strongest peak, is the

clock signal. The loop’s per-iteration execution time is

approximately T ≈ 20.8 µs. The spectrum shows that

there are peaks at the frequency of f = 1/T ≈ 48 kHz

and its harmonics from the center clock signal. These

peaks appear when the loop starts and disappear when

the loop ends.

By identifying the peak frequencies for each loop,

EDDIE is able to profile a program execution at the

loop granularity allowing it to monitor the devices pro-

gram activity. If malicious code is injected inside a loop,

it changes the run time of the loop, changing the peak

frequency of that loop in the spectrogram. EDDIE de-

tects the malicious code from this deviation from the

expected spectrum.

EDDIE takes the time-domain signal and converts

this signal into a sequence of spectra using the Short-

Term Fourier Transform (STFT), as shown in Fig. 17.

Fig. 17 shows a spectrogram of a program consisting of

seven loops. A spectrogram is a visual representation

of the spectrum of frequencies of a signal as it varies

with time. The x-axis is the frequency domain, and the

y-axis is the time domain. In the figure, the seven sets

of peaks correspond to the seven loops in the program.

They appear in chronological order (loop 1 to loop 7)

from the top to the bottom of the spectrogram.

EDDIE includes two phases: training and testing. In

the training phase, EDDIE collects a set of traces while

the program runs normally to create a “golden” set of

traces. In this situation, the program is a clean copy

that is verified to be malware-free. By analyzing the

golden set, EDDIE identifies the number of loops and

maps each part of the signal to the region of code that

was executed. Please note that the program is run with

different inputs to increase coverage and gather differ-

ent variations of the signal for each loop to form an rep-

resentative group of signals for training purpose. In the

testing phase, the unverified copy of the program is run,

without any added instrumentation, multiple times and

the side-channel signal is recorded. Then the training

set is used to decide whether the program was properly

executed or if there was any malicious activity.

 

Fig. 15 The spectrum of a loop structure in a software pro-
gram.

5.1.1 Measurement Setup

Malware can be injected to attack a software anytime

the software is executed. Because it is not alway pos-

sible to get close to the device when it is running, it

is highly desirable for a malware detection technique

to be able to monitor and detect malware from a dis-

tance. Therefore, we use horn antennas [41] to demon-

strate the ability to perform EDDIE from a distance

for both the backscattering and EM side-channels. For

the power side-channel, it is not possible to extract in-

formation from a distance; therefore, we use a power
probe placed on the device for the measurements.

The setup for the backscattering side-channel is

shown in Fig. 12. The setup includes a transmitter horn

antenna connected to a signal generator (for the car-

rier signal), and a receiver horn antenna connected to

a spectrum analyzer that analyzes the received signal.

Both antennas are placed 15 cm from the DuT. For the

EM side-channel, the EM emanations are recorded us-

ing the receiver horn antenna in Fig. 12. For the power

side-channel, the power signal is collected by using the

setup shown in Fig. 4 (b), which is described in Section

3. The DuT is, again, an Altera DE0 Cyclone V FPGA

development board. For each experiment, the FPGA

implements a Nios-II soft processor.

To create test benchmarks, we implement the bit-

count program from MiBench [42], which consists of

seven loops, on the FPGA. The example malware we

use is a proof-of-concept implementation of ransomware

The ransomware is injected to the bitcount program be-

tween the loops 2 and 3.
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5.1.2 Evaluation

For each of the three side-channels, we run the gen-

uine bitcount program and record 25 traces of the re-

spective side-channel signal for training. For testing, we

first measure 25 traces of the respective side-channel

signal when running the genuine bitcount program and

another 25 traces of the respective side-channel signal

when the bitcount program is infected by ransomware.

The spectrograms in Fig. 17-16 show that all seven

loops in the bitcount program can be observed (the

most visible peak of each loop is highlighted in white)

using the backscattering, EM, and power side-channels,

respectively. Note that the strongest harmonics for each

loop are different for each side-channel.

 

Fig. 16 The spectrogram of bitcount software received via
the backscattering side-channel.

 

Fig. 17 The spectrogram of the bitcount software received
via the EM side-channel.

EDDIE achieves 100 percent accuracy with zero

false positive rates for all three side-channels. This re-

sult matches what was reported in [19]. Because the

variation in the processor activity caused by the mal-

ware is relatively large, the required sampling rate

of the side-channels is not very high. As a result,

even though the three side-channels have different sized

bandwidths, they still work well for detecting the mal-

ware. As mentioned earlier, the power side-channel

does not support monitoring at a distance, while the

 

Fig. 18 The spectrogram of bitcount software received via
the power side-channel.

backscattering and EM side-channels can be recorded

from meters away. Furthermore, based on the spectro-

grams, the backscattering side-channel gives the weak-

est loop signals (the loop peaks are less visible). How-

ever, unlike the other two side-channels, the backscat-

tering signals’ strength can potentially be improved by

increasing the transmitted carrier power.

5.2 Comparison of Backscattering-Based, EM-Based,

and Power-Based HT Detection

5.2.1 Hardware Trojan Detection Method

In this section, we use the method proposed in [35]

to compare performance of backscattering-based, EM-

based, and power-based HT detection. This method re-

lies on measuring the amplitude of the side-channel sig-

nal at the side bands for the first m harmonics of the

clock frequency. It then calculates amplitude ratios, i.e.,

the amplitude of a harmonic divided by the amplitude

of the previous harmonic to cancel out the distance de-

pendent attenuation factor. Note that each clock har-

monic produces two side band components. In [35], the

authors measure points to the right of the carrier, i.e.

fcarrier + fc, fcarrier + 2 ∗ fc, etc. These m amplitudes

are measured for a given circuit form a trace, and each

trace characterizes the amount, duration, and timing

of the circuit’s impedance-changing activity during a

clock cycle. The calculated m− 1 amplitude ratios are

then used for comparing traces. By collecting training

traces using one or more genuine ICs, it can detect HTs

on other ICs by collecting their traces and comparing

them with the training traces. The method consisting

of two phases: training and detection.

– Training: The training phase includes measuring the

side-channel signal from a genuine IC K times. Dur-

ing each measurement, the amplitudes of the first m

harmonics of the IC’s clock are recorded. The m−1
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amplitude ratios are computed from these ampli-

tudes. Then, for each ratio, the mean and standard

deviation across theK measurements are computed,

and the detection threshold for HT detection is com-

puted as the sum of the m− 1 standard deviations.

– Detection: First, m amplitudes are recorded and

m−1 amplitude ratios are computed from these am-

plitudes for the IC under test. Then, for each of the

m − 1 amplitude ratios, we calculate the absolute

difference between it and the corresponding mean

computed during training. Finally, we sum the dif-

ference of all m − 1 amplitude ratios and the sum

of these deviations is compared to the sum of stan-

dard deviations from training. The IC under test is

labeled as HT-free if its sum of amplitude-ratio de-

viations is lower than this detection threshold (the

sum of standard deviations from training).

5.2.2 Measurement Setup

Because HTs cannot be injected after the chip is fab-

ricated, all the chips need to be tested before sell-

ing to customers. It is not necessary to perform HT

tests from a distance because the testing setup can al-

ways be placed close to the chips under test. Therefore,

for this type of application, we use near-field probes

placed close to the DuT instead of horn antennas to re-

ceive stronger signals. The measurement setup for the

backscattering, EM and power side-channels is shown

in Fig. 4, which is described in Section 3.

To create benchmarks for the experiments, we use

the T500 HT design from Trusthub, the most com-

prehensive HT benchmark to date [43], on an FPGA.

First, we implement the Advanced Encryption Stan-

dard (AES) circuit as the host circuit, then we use

the ECO (Engineering Change Order) tool in Altera’s

Quartus II suite to add the HT’s circuitry to the host

circuit without changing the placement of logic ele-

ments (and the routing of their connections) that be-

long to the original AES host circuit. Fig. 19 illus-

trates the placement of the HT-free circuit and the

HT-afflicted circuit with a zoom-in to show the details

where the HT’s logic elements are placed.

5.2.3 Evaluation

We use the setup in Fig. 4 (a) to record the backscat-

tered signal. Fig. 20 compares the normalized ampli-

tude ratios for the HT-free AES design to the same

AES design (and layout) with the AES-T500 Trojan

added. We can observe that there are a number of trace

points where both sets of HT-afflicted measurements

deviate significantly from HT-free measurements, and

 

Trojan inserted Trojan free 

Trojan logics 

Fig. 19 (a) Genuine AES circuit (b) Hardware Trojan in-
fected AES circuit.

 

Fig. 20 The backscattering side-channel amplitude ratios.

that this deviation tends to be larger for measurements

in which the HT has been activated. The higher devi-

ation from HT-free measurements seen for active-HT

measurements agrees with the intuitive reasoning that

a HT is easier to detect when it is active. Even so,

the backscattering-based HT detection prototype suc-

cessfully reports the existence in each dormant-HT ex-

periment (100% accuracy), while reporting all HT-free

measurements as HT-free (no false positives).

We repeat the same experiment as in Fig. 20 but

measure the EM and power side-channels instead of

the backscattering side-channel signal. The normalized

amplitude ratios from these measurements are shown in

Fig. 21 and Fig. 22. In the figures, the HT-afflicted mea-

surements are much less separated from HT-free ones

than they were using the backscattering side-channel.

More importantly, nearly all dormant-HT measure-

ments have significant overlap with HT-free measure-

ments, making the dormant-HT measurements difficult

to distinguish from HT-free ones. This is confirmed

by the receiver operating characteristic (ROC) curves

shown in Fig. 23 which were obtained by running the

same HT detection described in Section 5.2.1 on the

measurements from all three side-channels. As shown in
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the figure, the backscattering side-channel successfully

detects 100% HTs with 0% false positives. In contrast,

the EM side-channel can only detect around 75% of

active-HTs and only 15% of dormant-HTs. The power

side-channel performs even worse, with less than 5% of

HTs detected for both dormant and active HTs. This

confirms the backscattering side-channel is more effec-

tive for HT detection than traditional EM and power

side-channels. It is because the variation in the circuit

caused by dormant HT is relatively small. Therefore,

the required sampling rate of the side-channels is very

high to be able to detect HTs. As discussed, the power

side-channel has a limited bandwidth. While the EM

side-channel may have higher bandwidth compared to

the power side-channel, it is still lower than that of

the backscattering. Furthermore, its signal-to-noise ra-

tio is affected by noise and interference, which results

in poor detection accuracy compared to the backscat-

tering side-channel.

 

Fig. 21 The EM side-channel amplitude ratios.

 

Fig. 22 The power side-channel amplitude ratios.

6 Conclusions

Side-channel analysis is a powerful tool both from at-

tacker’s and from defender’s perspectives. Understand-
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Fig. 23 ROC curves for the backscattering, EM-based, and
power-based HT detection.

ing similarities and differences among a large number

of side-channels is a necessary step in better utilizing

them. This paper addresses this problem by model-

ing and quantitatively comparing the backscattering,

EM, and power side-channels and discussing the per-

formance of these three side-channels in detecting soft-

ware malware and HT. The results show that for larger

changes in the signals, such as those caused by mal-

ware intrusions, all three side-channels perform simi-

larly. However, when smaller changes need to be ob-

served, such as those caused by HTs, backscattering

side-channel outperforms EM and power side-channels.
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3. U. Rührmair, X. Xu, J. Sölter, A. Mahmoud, M. Maj-
zoobi, F. Koushanfar, and W. Burleson, “Efficient power
and timing side channels for physical unclonable func-
tions,” in International Workshop on Cryptographic
Hardware and Embedded Systems. Springer, 2014, pp.
476–492.

4. M. Backes, M. Durmuth, S. Gerling, M. Pinkal, and
C. Sporleder, “Acoustic side-channel attacks on print-
ers,” in Proceedings of the USENIX Security Symposium,
2010.

5. S. Chari, J. R. Rao, and P. Rohatgi, “Template attacks,”
in Proceedings of Cryptographic Hardware and Embedded
Systems − CHES 2002, 2002, pp. 13–28.

6. D. Agrawal, B. Archambeult, J. R. Rao, and P. Rohatgi,
“The EM side-channel(s),” in Proceedings of Crypto-
graphic Hardware and Embedded Systems − CHES 2002,
2002, pp. 29–45.



Title Suppressed Due to Excessive Length 11

7. D. Genkin, I. Pipman, and E. Tromer, “Get your hands
off my laptop: Physical side-channel key-extraction at-
tacks on pcs,” Journal of Cryptographic Engineering,
vol. 5, no. 2, pp. 95–112, 2015.

8. M. Alam, H. A. Khan, M. Dey, N. Sinha, R. L. Callan,
A. G. Zajic, and M. Prvulovic, “One&done: A single-
decryption EM-based attack on OpenSSL’s constant-
time blinded RSA,” in USENIX Security, 2018, pp. 585–
602.

9. H. Sekiguchi and S. Seto, “Study on maximum receivable
distance for radiated emission of information technology
equipment causing information leakage,” IEEE Transac-
tions on Electromagnetic Compatibility, vol. 55, no. 3,
pp. 547–554, June 2013.

10. Y. Hayashi, N. Homma, T. Mizuki, H. Shimada, T. Aoki,
H. Sone, L. Sauvage, and J.-L. Danger, “Efficient evalu-
ation of em radiation associated with information leak-
age from cryptographic devices,” IEEE Transactions on
Electromagnetic Compatibility, vol. 55, no. 3, pp. 555–
563, 2013.

11. K. Gandolfi, C. Mourtel, and F. Olivier, “Electromag-
netic analysis: concrete results,” in Proceedings of Cryp-
tographic Hardware and Embedded Systems − CHES
2001, 2001, pp. 251–261.

12. M. Vuagnoux and S. Pasini, “An improved technique to
discover compromising electromagnetic emanations,” in
2010 IEEE International Symposium on Electromagnetic
Compatibility, July 2010, pp. 121–126.

13. Y. I. Hayashi, N. Homma, T. Mizuki, T. Aoki, H. Sone,
L. Sauvage, and J. L. Danger, “Analysis of electro-
magnetic information leakage from cryptographic devices
with different physical structures,” IEEE Transactions
on Electromagnetic Compatibility, vol. 55, no. 3, pp. 571–
580, June 2013.

14. R. Callan, A. Zajic, and M. Prvulovic, “A practi-
cal methodology for measuring the side-channel signal
available to the attacker for instruction-level events,”
in Microarchitecture (MICRO), 2014 47th Annual
IEEE/ACM International Symposium on. IEEE, 2014,
pp. 242–254.

15. L. Liu, G. Yan, X. Zhang, and S. Chen, “Virusmeter:
Preventing your cellphone from spies,” in International
Workshop on Recent Advances in Intrusion Detection.
Springer, 2009, pp. 244–264.
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