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Milos Prvulović, Senior Member, IEEE, and Alenka Zajić, Senior Member, IEEE

Abstract—Presented is a new, low-cost system for locating the
strongest sources of high-frequency EM side-channel emanations
on PCBs. These sources indicate the best locations to monitor or
mitigate the leakage. The challenges inherent in both side-channel
and high-frequency measurements are addressed through careful
design of the measurement and localization system. The system
is time efficient, requiring only measurements taken around the
edge of the device. Instead of testing specific cryptographic pro-
grams, this system focuses on identifying and then measuring the
side-channel sources of the basic instructions that are commonly
used by a multitude of programs on the device.

The accuracy of the measurement setup was verified by
comparing measurements with simulated results. The setup was
then used to locate the instruction-dependent sources at 1 GHz on
an FPGA development board and an Internet-of-Things device.
The 1 GHz sources are compared to previously identified sources
on the same devices taken at significantly lower frequencies. The
results demonstrate that the sources of the EM side channel can
vary not only with the executed instruction, but also with the
frequency of the side-channel signal.

Index Terms—electromagnetic emanation security and in-
tegrity, electromagnetic side channels, electromagnetic informa-
tion leakage, localization of magnetic field sources.

I. INTRODUCTION

S IDE-CHANNEL attacks are a major concern for hardware
security. They rely on unintended avenues for observing

private information from a device. Types of side channels
include electromagnetic (EM) [1], [2], power [3], acoustic [4],
temperature [5], backscattering [6], and timing [7]. EM side
channels are especially concerning for hardware security since
they allow for non-invasive observation from a distance and
can provide more information than some other types of side
channels. Current research has demonstrated numerous exam-
ples of EM side-channel attacks [8]-[11]. At the same time,
EM side channels have been used for some non-malicious
applications such as for detecting hardware Trojans [12],
[13], for detecting counterfeit components [14], [15], and for
ensuring software security [16]-[18].
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To study and counter EM side-channel attacks, designers
need to understand the sources of the emanations. Knowing
the sources can help designers address information leakage
from their designs and detect other security concerns, such as
hardware Trojans and IC counterfeits. Furthermore, identifying
the strongest sources can assist researchers in finding the best
location to monitor the side channel. However, given how
weak the side-channel signal can be and how it can vary with
the program activity being executed, it can be challenging to
identify the optimal location to monitor the leakage manually.

Previously, a method to localize the low-frequency EM
side-channel sources, mostly in the range of hundreds of
kilohertz, was detailed in [19] and [20]. It was demonstrated
that the sources of the side-channel emanations are correlated
with the instructions that are being executed. Furthermore,
at these lower frequencies, the relatively large traces, pins,
and decoupling capacitors are the most likely sources of
the side-channel emanations. While information about these
low-frequency emanations is important, high-frequency side
channels can be much more useful for attacks. High-frequency
emanations are not always the direct result of the program ac-
tivity itself. Instead, the program activity can modulate the pe-
riodic synchronizer signals already present in the device [21].
These signals are commonly used as clocks by components,
such as processors, memory, and voltage regulators. Generally,
the synchronizer signals are some of the strongest signals
emanated by a device [22]. The higher frequencies allow for
wider bandwidth, and the modulation increases the distance at
which emanations can be potentially detected.

Given these advantages, high-frequency emanations can be
more dangerous to hardware security than the low frequency
signals studied in [19]. Therefore, to assist researchers study-
ing side channels, this work outlines a new low-cost system
for locating the strongest sources of the high-frequency EM
side channel on PCBs. While this system is based on the one
originally developed in [19], it has been extensively modified
to address the challenges that come with working in the
hundreds of megahertz to gigahertz frequency range. It has
been carefully designed to minimize the impact reflections
and interference have on the magnetic field measurements.
The potential side-channel leakage is evaluated by focusing
on the basic instructions that commonly comprise programs.
Furthermore, this system requires only a limited number of
measurements to locate the emanation sources, drastically
speeding up the measurement time. This simplification is
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accomplished by updating the localization algorithm originally
developed in [19] to search for magnetic loop and electric-
dipole sources.

The rest of the paper is organized as follows. Section II
describes the localization system used for recording the side-
channel emanations at gigahertz frequencies. In Section III,
the system is validated by comparing the measurements with
simulated results. Section IV describes the new high-frequency
tests and tested devices. In Sections V and VI, the setup
is used to locate the high-frequency (around 1 GHz) side-
channel sources on two commonly used types of devices. The
newly identified sources are compared to previously identified
sources on the same devices taken at lower frequencies.
Finally, Section VII provides concluding remarks.

II. LOCALIZATION SYSTEM

The following subsections describe how the EM side-
channel signals from a device are generated, the setup used for
measuring the high-frequency emanations, and the algorithm
designed to determine the sources from the measurement data.

A. Side-Channel Signal Generation

While the EM side-channel signals are a subset of the
electromagnetic interference (EMI) generated by the device,
they can be quite challenging to address. Given their nature,
the side-channel signal is dependent on the activity being
performed by the device. As demonstrated in [19], during the
execution of a program, the side-channel’s sources can shift
position across the device as different parts of the program
require different hardware for executed. As a result, it can be
difficult to determine the likely leakage sources if focusing on
a specific piece of code.

To avoid this problem, this work uses the approach outlined
in [23] to evaluate the side-channel leakage at the architectural
level. Instead of trying to observe the signals generated by
specific programs, this approach focuses on the basic in-
structions, such as add and multiply. These instructions are
the building blocks of any program, cryptographic or other-
wise. Therefore, identifying the side-channel sources related
to specific instructions identifies potential vulnerabilities for
any program that uses those instructions and indicates which
hardware components leaks the most.

Controllable side-channel emanations are generated by exe-
cuting a pattern of two instructions repeatedly. Any difference
in the current drawn when executing the instructions results
in a periodic current being superimposed onto the power
and signal interconnects in the ICs and on the PCB. In the
excitation program, each activity is executed a number of times
in a small program loop. The two small loops are contained
in a larger program loop. One execution of the outer program
loop is equal to one period, Talt, of the excitation signal. The
alternating frequency, falt, is equal to 1

Talt
. This frequency

can be tuned by changing the number of times each activity
is executed in one iteration of the outer program loop.

This approach also makes it possible to generate strong,
repeatable instruction-dependent emanations at a specific fre-
quency and for a controllable amount of time. This control

simplifies finding the side-channel signal in the frequency
domain, since in a real program the frequency of the emana-
tions may change as different parts of the code are executed.
Furthermore, this approach makes it possible to select a part
of the measurement spectrum that has little interference and
investigate how the emanations change with frequency.

Importantly, the excitation signal also amplitude modulates
other periodic signals generated by the device [21]. As dis-
cussed earlier, the synchronizer clocks of the components used
for executing the program activity can act as carriers for the
modulated waveform. During normal operations, the clocks
produce periodic currents at the clock frequency fC along
the signal and power traces. When the excitation program is
executed, the periodic current from the clock is modulated
by the current drawn when executing the program activity. If
the excitation program has a frequency of falt, the modulated
waveform can then be observed at fC ± falt in the spectrum.

Several instructions are used for generating the excitation
signal. These instructions can be classified into two categories:
on-chip and off-chip. On-chip instructions are those executed
exclusively on the processor chip, without interacting with
other components such as the system’s external memory. In our
experiments, addition, subtraction, division, multiplication, on-
chip load, and on-chip store are examples of such instructions.
For the rest of this work, these instructions are referred to as
ADD, SUB, DIV, MUL, LDL1, and STL1, respectively.

The off-chip instructions used in the experiments are off-
chip load and off-chip store (LDM and STM). To ensure
that the off-chip instructions require the processor to interact
with the external memory, the addresses used for the LDM
and STM are specified to be located in the external memory.
For consistency, the same addresses are used for all off-chip
instructions. In cases where the memory address cannot be
explicitly defined, the size of the operand is set to be too large
to fit on the cache, forcing the use of the external memory.

B. Near-Field Scanner Setup
Near-field scanners are commonly used for finding the gen-

eral sources of EMI. However, the general EMI from a device
is not representative of the EM side-channel emanations [24].
Furthermore, the time-varying nature of the EM side-channel
signal can make it more challenging to find its emanation
sources than other EMI sources. Despite these challenges,
several scanners have been used to evaluate the EM side
channel, such as the ones detailed in [24]-[27]. However, all
these examples evaluate the EM side-channel leakage as the
specific cryptographic programs are being executed on the
device. While this approach is intuitive, the results sensitive
to the how the program varies in time and are only relevant
to the specific program being tested.

Fig. 1 shows the near-field scanner built to accurately
measure the instruction-dependent magnetic field emanated
by a device. The primary challenge in accurately locating the
sources at high frequencies is that the sizes of the equipment
used for scanning (such as the probe, cables, and the scanning
apparatus) impact the measurements, and the interference from
external devices becomes more pronounced. These factors
need to be carefully accounted for when measuring the fields.
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To address these challenges, the setup is comprised a 2-D
plotter shielded by a handmade anechoic box. The anechoic
box is made of four RF absorber panels, three positioned at
the sides, and the fourth positioned on the bottom of the
plotter. These panels are SFC-4 RF absorbing panels from
Cuming Microwave [28]. The fourth side is left open for
accessing the device-under-test (DUT) in between the tests.
During measurements, the fifth panel is positioned at the open
side, leaving only the top of the setup open.

This configuration creates a roughly 61 × 53 × 61 cm3

box for testing, where the DUT is placed at the center of the
bottom panel. Cables for powering and controlling the DUT
are run through a small hole in the bottom panel. The need for
absorber panels stems from the noticeable coupling between
the plotter mechanical and electronic parts, cables, connectors,
and the DUT. The positioning of the absorbers is carefully
designed to minimize the influence of other electronics near
the testing equipment as well as any field interference created
due to the plotter, cables, and other electronics.

SDR

Probe 1

Probe 2
(Under DUT)

XY Plotter

Absorbers

DUT

CPU

Fig. 1. The measurement setup. The DUT is the aluminum plate used in
Section III. “Probe 1” is the moving probe and “Probe 2” is the stationary
probe.

Two probes, whose design is described in Subsection II-C,
are used for collecting the magnetic field generated by the
DUT at two locations. One probe, the moving probe, is used
for measuring the emanated magnetic field in the plane above
the DUT. A MakeBlock XYPlotter Robot Kit v2.0 is used for
scanning the moving probe at a fixed height over the DUT.
This plotter has an x-y accuracy of 0.1 mm for positioning.
To minimize the influence of the plotter on the measurements,
it is mounted on top of the box, putting it more than 40 cm
away from the DUT. At the same time, the absorbing material
is wrapped around the moving probe’s cable to decrease the
parasitic current flowing on the outer conductor [29].

To emulate an isotropic receiver, three sets of measurements
are taken for each test case. In each set, the moving probe
is oriented to record to the x-, y-, or z-components of the
magnetic field, respectively. During a set of measurements,
the magnitude of the field is recorded by the moving probe as
it is scanned at a fixed height and with a step size of 0.5 cm
in a plane over the device.

The second probe remains at the same position for all
the measurements. This stationary probe is used for mea-
suring the reference signal at the same time as the moving

probe’s measurements [30]. The stationary probe needs to
be positioned where it can detect the signal of interest, not
interfere with the moving probe’s measurements, and remain
in the same location when measuring each component of
the magnetic field. For the experiments detailed below, the
stationary probe is attached to the backside of the device.
This location was convenient since the device’s power planes
limited the influence the stationary probe had on the moving
probe’s measurements.

The phase of the magnetic field is calculated by subtracting
the phase of the moving probe signal from the phase of the
stationary probe signal for each measurement position [30].
Note that the addition of the phase is a key difference
from the measurement setup proposed in [19], where only
the magnitude of the signal was collected. As detailed in
Subsection II-D, the localization algorithm needs to both the
magnitude and the phase of the fields to accurately identify
the high-frequency sources.

The signal induced in both probes is recorded using a
two-port B210 software defined radio (SDR), from Ettus
Research [31]. The advantage of the B210 is that it can
measure two channels at the same time. During the test, a
computer is used for controlling the measurement equipment
and the DUT.

Fig. 2. Diagram of the measurement setup.

This system is very low cost. The plotter costs $300, the
five absorbing panels cost $300, the two probes cost less
than $5, and the SDR costs $1259. For comparison, a similar
setup, Riscure’s EM Probe Station, costs roughly $19 000, not
including the cost for the software to run it or the measurement
equipment. It also does not include anything to shield the
measurements from external interference. A diagram of the
complete measurement setup is shown in Fig. 2.

C. Probe Design

While the requirements for the stationary probe are not
particularly stringent, the properties of the moving probe can
drastically impact the accuracy of the measurements. The
strictest requirement is that the probe needs to be kept several
centimeters above the DUT in order to avoid hitting some of
the taller components, such as electrolytic capacitors, VGA
connectors, and pin headers. Therefore, the moving probe is
positioned 3.5 cm above the DUT for all measurements.
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Because of the relatively large test distance, a highly sensi-
tive probe is needed to adequately measure the field. Therefore,
the shielded-loop probe described in [32] is used, shown in
Fig. 3. The advantage of a shielded-loop probe is that it partly
suppresses the influence of the electric field when measuring
the magnetic field [33].

Fig. 3. The shield-loop probe used for measurements.

The drawback of the probe is that its size makes it sensitive
not only to the magnetic fields, but to the electric fields as
well [34]. However, the y-component of the electric field is
suppressed by the shield and the z-component is minimized
given that the probe is only a few millimeters thick. On the
other hand, the electric field in the x-direction still affects
the measurements. Its impact is removed by repeating the
measurements with the probe rotated 180◦ around the z-
axis [34], [35]. The probe will still measure the same mag-
netic field and electric field component at both orientations;
however, the sign of the signal (in phasor form) induced by
the electric field is reversed. The magnetic field can then be
found by adding the measurements (to cancel the influence of
the electric field) and dividing the result by two.

D. Localization Algorithm and EM Source Model

In [19], an algorithm for efficiently locating the sources
of the magnetic field created by the program activity on
a PCB was developed. This algorithm is based on Nelder-
Mead simplex optimization [36]. When the number of sources
is unknown, the algorithm will run several times, assuming
different numbers of sources. The location, intensity, and
orientation of each source are the optimization variables.
Within the optimization process, the values of these variables
are randomly selected from within an allowable range (for
example, the source must be located on the DUT). These
values are used as an initial solution to the problem. To avoid
being biased to a specific location, the algorithm generates
several hundred initial solutions. Initial simplexes are created
from the individual initial solutions, where each simplex has
a nonzero volume. Each simplex is optimized over a limited
number of iterations. Afterwards, the solution which generates
a magnetic field that best matches the measured field is
reported.

In the algorithm, the sources of the measured fields are
approximated by elementary dipoles. Representing the sources
as simplified elements decreases the complexity of the model

and makes it possible to simulate complex designs [37]. This
approach is commonly used with near-field scanning when
modeling the EMI from electronic devices [37]-[39]. The
specifics of the approach vary based on the application and
desired accuracy.

The advantage the localization algorithm is that it requires
only a small number of measurements, thus drastically de-
creasing the measurement time. Generally it is more practical
to use the measurements taken around the edge of DUT. Using
the edges decreases the chance the probe will collide with the
taller components and limits the interference from components
on the DUT. Furthermore, concentrating the measurements
around the edges of the DUT makes them more sensitive
to smaller changes in the field compared to measuring the
same number of points over the entire face of the DUT. As
an example of the amount of time the algorithm saves, in the
experiments in Section V, it took roughly 20 times longer
to measure the entire face of a device than it took to only
measure the outer edge of the DUT. The algorithm makes this
simplification by identifying only the locations of the strongest
sources of emanations.

The types of approximated sources and their relationship
with the measured field are based on the frequency. In [19], the
sources and the measurement distance were small compared
to the wavelength, making it possible to assume that the
magnetic field was quasistatic. Therefore, the sources were
approximated by small magnetic loops. The influence of
electric-dipole elements was ignored since, at low frequencies,
the magnetic field generated by electric dipoles is negligible
compared to the field from loops.

However, the quasistatic approximation no longer holds
when localizing high-frequency sources. As the frequency
increases, the magnetic field emanated from electric-dipole
structures is no longer negligible. In order to accurately
represent an arbitrary source, both magnetic loops and electric
dipoles are needed. Therefore, for high-frequency side-channel
emanations, the quasistatic equation for a loop is replaced by
the full equations for the magnetic fields from a small loop
and small electric dipole. The magnetic field of a loop is

H =
(jβ)2

4πr

((
1 +

3

jβr
+

3

(jβr)2

)
(m · r̂)r̂

−
(
1 +

1

jβr
+

1

(jβr)2

)
m
)
e−jβr, (1)

where β is the wavenumber, m is the magnetic moment vector,
the vector r defines the location of the observation point with
respect to the source, r is the radial distance between the
source and the observation point, and r̂ is the unit vector
of r. Both types of sources are still considered to be small
compared to the wavelength and the measurement distance, r.
The magnetic field for an electric dipole is

H =
c(jβ)2

4πr
(p × r̂)

(
1 +

1

jβr

)
e−jβr, (2)

where p is the electric moment of the dipole and c is the speed
of light in a vacuum. When attempting to locate the sources,
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the algorithm now tests multiple combinations of magnetic
loops and electric dipoles before selecting the solution that
best matches the measurements.

Furthermore, PCBs commonly have one or more ground
planes. By default, the algorithm assumes that any identified
sources are situated above this ground plane. Therefore, the
magnetic field generated by an image source located below
the predicted loop or electric-dipole source is included in the
calculations. The only exception is in the setup tests in fol-
lowing section. Since electric monopoles are used for the test
sources, the algorithm is modified to take into account their
images in the ground plane, resulting in a set of symmetrical
dipoles without the ground plane.

III. VALIDATION OF MEASUREMENT SETUP

To validate the accuracy of the measurement setup, several
controlled cases are tested. In the tests, one or more SMA
connectors are used as the magnetic-field sources [40]. These
connectors are mounted to the bottom of a large, 3 mm
thick aluminum plate. The connector’s inner conductor and
its Teflon insulation are run through a hole in the plate.
The conductor has a diameter of 1.79 mm and a length of
17.87 mm. Mounting the connector to the plate ensures that
the outer conductor of the connector and the plate are at the
same potential. In this configuration, the inner conductor of
the SMA connector acts as a monopole antenna.

During the measurement, the SMA connector is excited
at 1.008 GHz, using an Agilent MXG N5183A function
generator, and the magnetic field is recorded using the setup
in Subsection II-B. The SMA connectors are used as test
sources since they can be modeled precisely as monopoles.
As discussed in Section II-D, the magnetic fields generated
by electric dipoles (or monopoles) cannot be ignored at high
frequencies. Therefore, the SMA connectors are appropriate
and important for testing the setup.

Field measurements are taken in 5 mm steps in a rectangular
grid spanning a 10 × 8 cm2 plane over the aluminum plate,
where the center of the rectangle is considered the origin of
the coordinate system. While the algorithm needs only the
measurements around the edge of the rectangular area, the
inner measurements are used for evaluating the measurement
accuracy. After the tests are complete, the measured fields
are compared to the fields simulated using the Ansys HFSS
simulation suite [41]. The localization algorithm from Subsec-
tion II-D is then run on the measurement and simulation data,
and the results are compared.

The measured and simulated magnetic fields for three test
cases are shown in Figs. 4-6. In each figure, the magnitudes
of the total magnetic field and the x-, y-, and z-components
of the magnetic field are shown separately. In the first case,
a single monopole is placed at the center of the measurement
area, while in the second case, a single monopole is placed
at (1.5 cm, −1.4 cm). The third test case includes two
monopoles, one placed at (−1.7 cm, 2.3 cm) and the other
at (2.5 cm, 1.8 cm). In the two-source case, a splitter is used
to supply an excitation signal with same magnitude and phase
to each monopole. In each figure, the correct location of each

monopole source is indicated using a yellow star, while the
location of the source found by the localization algorithm is
indicated using a white triangle.

As Figs. 4-6 demonstrate, not only do the measured and
simulated fields visually match, the localization algorithm is
able to accurately determine the location of the monopoles.
In the first case, the position error is 2.2 mm for the mea-
surements and 1.6 mm for the simulations. In the second
case, the position error is 3.2 mm for the measurements and
3.7 mm for the simulations. For the two-source case, the
average position error is 5.6 mm for the measurements and
2.3 mm for the simulations. Hence, here we have demonstrated
that the algorithm is able to correctly locate the sources using
high-frequency measurements or simulations.

Additionally, Fig. 7 shows the measurements for the first
test case prior to the corrections discussed in Subsection II-C.
In addition to the measured fields not visually matching the
simulated fields, the source determined by the algorithm has a
relative error of 34.2 mm. This inaccuracy is likely the result
of the electric field’s influence on the probe’s measurements,
demonstrating the importance of the corrections. Similar errors
were seen in other measurements taken without the modifica-
tions to the setup described in previous section. These errors
caused the algorithm to be unable to accurately identify the
location and number of sources.

IV. LOCALIZATION OF SOURCES OF HIGH-FREQUENCY
EMANATIONS ON PCBS - EXPERIMENTAL RESULTS

In the following sections, we demonstrate that the proposed
localization system can identify sources of high-frequency EM
side-channel emanations and show that these sources differ
from those observed from low-frequency EM side channels.
The low-frequency baseband fields and sources originally
measured in [19] are compared to the new measurements of
high-frequency fields. Two devices are tested: a Cyclone II
DE1 FPGA development board from Altera and Terasic [42]
and an A13-OLinuXino-MICRO Linux computer board from
Olimex [43]. For simplicity, the devices are referred to as the
DE1 and the A13-MICRO for the rest of this work. Pictures of
the two devices with relevant components labeled are shown
in Fig. 8. These devices are good representatives of available
embedded and Internet-of-Things (IoT) devices. These types
of devices are used for a multitude of applications. However,
their security is a major concern given the speed at which they
enter the market and their limited resources [44].

The same measurement procedure described in Section II
is used for all the 1 GHz measurements. During the mea-
surements, the DUT is excited using the excitation program
detailed in Subsection II-A. As discussed in Subsection II-D,
only the measurements taken around the edge of the DUT are
used by the algorithm to locate the sources. In the experiments,
the fields from several different instruction pairs are recorded
and compared. Only a small number of measurement results
are included to illustrate the proposed localization system.
For measurements taken below 100 MHz, the localization
algorithm identifies the locations of quasistatic loop sources.
For the high-frequency measurements, the algorithm identifies
both loop and electric-dipole sources using (1) and (2).
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Fig. 4. Comparison of the components of the measured (top) and simulated (bottom) magnetic fields for the first test case.

Fig. 5. Comparison of measured (top) to simulated (bottom) magnetic fields for the second test case.

Fig. 6. Comparison of measured (top) to simulated (bottom) magnetic fields for the two-source test case.
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Fig. 7. The measured magnetic field in the first test case before correction. (Compare with Fig. 4.)

Fig. 8. The (a) DE1 development board and (b) A13-MICRO with relevant
components labeled.

The excitation frequency for the baseband measurements is
156 kHz, while the excitation frequency for the modulated
measurements is 20 kHz. These frequencies are selected to
avoid interference during measurements. For the modulated
emanations, the carrier and the first harmonics of the upper-
sidebands are shown.

V. DE1 EXPERIMENTS

The processor and memory components are the most active
components during excitation. On the DE1, the Cyclone II
FPGA serves as the processor. The Cyclone II implements
a Nios-II soft processor. It uses an 8 MB SDRAM as the
external memory. The clock for the FPGA is provided by a
50 MHz crystal oscillator. The FPGA then provides a 50 MHz
clock to the SDRAM. Other notable components include the
power supply circuitry, flash memory, SRAM, and the complex
programmable logic device (CPLD) used in the USB circuitry.
These components are labeled in Fig. 8(a). In the experiments,
the fields generated by the DE1 are recorded in the baseband,
modulating the 50 MHz clock frequency, and modulating the
20th harmonic of the clock (1 GHz), while the board is excited
using different instruction pairs.

A. Baseband DE1 Measurements

Examples of the baseband DE1 measurements are shown
in Fig. 9. The fields recorded while the device executes LD-
M/LDL1, STM/DIV, DIV/ADD, and MUL/SUB are included.
In the figure, the white squares represent the quasistatic loop
sources. The measurements demonstrate that the emanation
sources and the fields vary noticeably based on the instruction
being executed. The positions of the loop sources change
because different parts of the FPGA are used for executing
different instructions. For example, the fields for LDM/LDL1

are concentrated around the top left side of the FPGA and the
SDRAM. The algorithm identified three loop sources based
on the measured field, one near the left side of the SDRAM,
one between the FPGA and SDRAM, and one near the top
right corner of the FPGA. The latter two sources are located
near the decoupling capacitors and their traces for the FPGA.
These capacitors are connected to the 3.3 V power supply.
The 3.3 V supplies power to multiple components, including
the FPGA, SDRAM, and the 50 MHz oscillator.

Fig. 9. The magnetic fields measured at the baseband (156 kHz) for
LDM/LDL1, STM/DIV, DIV/ADD, and MUL/SUB.

On the other hand, the fields and sources for STM/DIV
are concentrated around the top left corner of the FPGA.
The right-most source is again near the FPGA’s decoupling
capacitors, while the other source is several millimeters to
the left of another set of decoupling capacitors. Despite the
SDRAM being active, any emanations from it are being
overshadowed.

In the case of the strictly on-chip instructions, DIV/ADD
and MUL/SUB, the sources are constrained to the area around
the top left corner of the FPGA. The algorithm located two
sources for DIV/ADD and one for MUL/SUB. The right-most
source for DIV/ADD and the source for MUL/SUB are located
near the FPGA’s decoupling capacitors. The other source for
DIV/ADD is located several millimeters to the left of the
decoupling capacitors.

Overall, these measurements demonstrate that, at the base-
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band frequency, the emanations mostly originate from the
decoupling capacitors connected to the FPGA and SDRAM
and the 3.3 V power supply. These emanations from the decou-
pling capacitors are commonly the result of a ground-bounce
caused by variations in the current drawn as transistors inside
the components switch state. Any emanations from the ICs
themselves are being overshadowed by the emanations from
outside the IC. At such low frequencies, potential emanation
sources inside the IC (such as dipoles or loops formed by the
IC’s pins and inner traces) are too small to radiate efficiently.

B. 50 MHz DE1 Measurements

Examples of the magnetic field measured at the sideband
for the 50 MHz clock are shown in Fig. 10. The figure
includes the sidebands measured while the device executes the
same instruction pairs as in the previous subsection. Like the
baseband measurements, the field distribution varies with the
instruction pair. For cases involving off-chip memory instruc-
tions, LDM/LDL1 and STM/DIV, the fields are concentrated
near the bottom left corner of the FPGA and the left side of the
SDRAM. For both the baseband and modulated measurements,
LDM/LDL1 has one quasistatic loop source near the left of
the SDRAM and one between the FPGA and the SDRAM.
However, unlike in the baseband, LDM/LDL1 does not have
any sources near the top of the FPGA. On the other hand,
the measurements for STM/DIV vary significantly between
the baseband and the modulated measurements. The fields
shift from being concentrated around the FPGA to being
concentrated around the SDRAM.

Fig. 10. Magnetic fields measured at the upper sidebands (+20 kHz) of the
50 MHz FPGA clock.

The field and sources for the strictly on-chip instruction
pairs are nearly identical. Furthermore, the differences between
the baseband and modulated fields for both instruction pairs
are not as pronounced as the off-chip instructions. As in the
baseband, the fields are mainly concentrated around the top
left corner of the FPGA. The primary difference between the

baseband and modulated measurements is that in the modu-
lated measurements for MUL/SUB, the algorithm identified a
second source near the top of the FPGA.

As with the baseband measurements, the sources for the
modulated emanations are located near the decoupling capac-
itors for the FPGA and SDRAM. While the locations of the
loop sources for the on-chip instruction pairs are similar to
those for the baseband, the sources for the off-chip instruction
pairs have shifted to be predominately around the SDRAM.
This change likely occurs because the leakage signal is now
the modulated 50 MHz clock. As a result, instead of being
directly caused by the program activity, the emanation sources
are related to the parts of the device the clock interacts
with after being modulated. Therefore, the emanations at
the sidebands share some of the emanation sources for the
clock. However, not all the clock’s emanation sources will
act as sources for the side channel. To demonstrate this,
an example of the fields measured at the 50 MHz carrier
are plotted in Fig. 11. Despite the field distribution at the
sidebands varying with the instruction pair, the distribution at
the carrier frequency remains concentrated at the same location
for all instruction pairs. The source for the carrier is located
between the FPGA and the 50 MHz crystal oscillator. The
fact this source is not present in the previous measurements
in Fig. 10 indicates that it is isolated from the effects of the
program activity. The emanations from this source overshadow
the emanations from the instruction-dependent sources. The
source can be considered a source of EMI, but not of the EM
side channel.

Fig. 11. Magnetic field measured at the 50 MHz FPGA clock.

C. 1 GHz DE1 Measurements

Examples of the modulated emanations at the 1 GHz
harmonic of the clock are shown in Fig. 12. The figure
includes plots of the modulated fields measured while the
device executed the same instruction pairs as in the previous
subsections. As the figure demonstrates, the fields at 1 GHz
vary significantly from the low-frequency measurements. This
variance is partially due to the influence of electric dipoles
of the magnetic fields; however, the loop sources have also
somewhat changed. In the figure, the white squares represent
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the loop sources, while the white triangles represent the
electric-dipole sources.

Similar to the 50 MHz measurements, the fields for LD-
M/LDL1 are concentrated near the area between the FPGA
and the SDRAM. The algorithm determined that the fields
had two loop and two electric-dipole sources. The first loop
is located at the left edge of the SDRAM, at nearly the same
location as in the baseband and 50 MHz measurements. On
the other hand, a second, weaker loop source is located near
the top edge of the flash. This source does not correspond to
any of the sources found in the lower frequency measurements.
The first electric dipole is located between the SDRAM and
the FPGA, close to the FPGA’s decoupling capacitors, and the
loop sources found in the previous measurements. The final
electric-dipole source is relatively weak and is located near
the left edge of the CPLD. This source is a trace connecting
the JTAG interface of the FPGA to the CPLD. This trace is
also connected to a set of pull-down resistors that are located
near the other electric-dipole source for LDM/LDL1.

Fig. 12. Magnetic fields measured at the upper sidebands (+20 kHz) of the
1 GHz harmonic of the FPGA clock.

As with the low-frequency measurements, a part of the
1 GHz STM/DIV fields is concentrated between the FGPA
and the SDRAM. However, unlike the low-frequency mea-
surements, the fields extend past the FPGA, near the 50 MHz
oscillator and the power supply. Based on the measurements,
the algorithm identified one loop source and two electric-
dipole sources. The loop source is located at the left edge
of the SDRAM at the same point as one of the loops found
for LDM/LDL1. This source was also present in the 50 MHz
STM/DIV measurement. The first electric dipole is located
near the top left of the board at the power supply circuitry.
The final electric dipole is located inside the FPGA itself.

Like the 50 MHz measurements, the fields and sources
for DIV/ADD and MUL/SUB are nearly identical. However,
the field distributions differ significantly from the 50 MHz
measurements. At 1 GHz, the fields are concentrated past the
bottom left corner of the FPGA, closer to the SDRAM. While

not represented in the figure, the magnitude of the fields is
roughly half the magnitude of the fields from LDM/LDL1.
For both situations, the algorithm identified two loops and
one electric dipole. The first loop source is located near the
top left corner of the FPGA, near its electrolytic capacitors.
The second loop is located at the right side of the SRAM.
The electric-dipole source is located between the left side of
the SDRAM and the bottom of the CPLD. At this location, a
set of transistors connects the main 3.3V power plane to the
CPLD power pins.

The results illustrate that, despite being a harmonic of the
50 MHz clock, the fields measured at 1 GHz are significantly
different. This is likely the result of the radiation properties of
the various structures on the board changing with frequency.
At higher frequencies, the radiation efficiency of smaller
structures improves, giving them a stronger impact on the
emitted fields. At the same time, the magnetic field from
electric-dipole elements becomes a concern. Furthermore, the
higher frequency increases the coupling between nearby traces.
This allows the leakage signal to spread past the power supply
traces and to areas not used for executing the instruction pairs
(such as the CPLD and flash).

Finally, the field measured at the carrier frequency is shown
in Fig. 13. Like at 50 MHz, the field distribution of the 1 GHz
carrier does not change with the instruction pair. Furthermore,
like the sidebands, the field at 1 GHz carrier is significantly
different from the 50 MHz measurements. The field has spread
further from the FPGA and oscillator to the SDRAM. The
magnitude is also significantly stronger than the sidebands,
at least 20 times larger. Based on the measurements, the
algorithm identified one loop source and two electric dipoles.
The loop source is between the left side of the SDRAM and
the bottom of the CPLD. The first electric dipole is at the
bottom left corner of the SDRAM, near the 3.3V power supply
pins. The second electric dipole is located at the middle left
side of the FPGA near traces to the SDRAM and decoupling
capacitors. This source is similar to one found for LDM/LDL1.

Fig. 13. The field measured at the 20th harmonic (1 GHz) of the FPGA
clock.
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Fig. 14. Example of the baseband (156 kHz) A13-MICRO measurements
for LDM/ADD, LDL1/ADD, STM/ADD, and MUL/SUB.

VI. A13-MICRO EXPERIMENTS

As with the DE1, the fields generated by the A13-MICRO
are recorded at the baseband and at the modulated clock
frequencies while the board executes different instruction
pairs. The A13-MICRO’s ARM Cortex-A8 processor is in-
tegrated into an A13-Allwinner system-on-chip (SoC). The
A13-MICRO has a Linux operating system provided by its
manufacturer and remains active during the measurements.
The processor clock is set to 1.008 GHz. The SDRAM
controller is also integrated into the SoC. Unlike the FPGA, the
clocks for the SoC/processor and memory operated at different
frequencies. The SDRAM controller provides a 408 MHz
clock to an external 2 Gb DDR3. A picture of the device
with the important areas labeled (the SoC, SDRAM, and
power supply circuitry) is provided in Fig. 8(b). For the
experiments, measurements are taken at the baseband, around
the 1.008 GHz processor clock, and the second harmonic of
the memory clock (816 MHz).

A. Baseband A13-MICRO Measurements

The baseband fields and sources for LDM/ADD,
LDL1/ADD, STM/ADD, and MUL/SUB are shown in
Fig. 14. Unlike the DE1, the baseband fields are similar.
For example, the shapes of the load and store fields are
nearly identical. Furthermore, while the field distribution for
MUL/SUB does not match the others exactly, the fields for
all instruction pairs are concentrated at similar locations.
As a result, the algorithm determined that all the baseband
measurements have two quasistatic loop sources, located at
similar positions. The strongest source for each instruction
pair is located near the bottom left corner of the board, near
the power supply circuitry. Each measurement has a second
weaker source located at the decoupling capacitors near the
left side of the processor. The location of this second source
shifts slightly based on the instruction pair. Based on the
fields, the second source is significantly weaker than the first
for the MUL/SUB pair.

Interestingly, even the fields generated by LDL1/ADD and
LDM/ADD are similar, with the primary difference being
that LDL1/ADD has more noise due to the emanations being
weaker. Despite the external memory being active during both
LDM/ADD and STM/ADD, their fields are concentrated on
the other side of the device from the external SDRAM, just
as the on-chip instruction pairs (LDL1/ADD and MUL/SUB).
This result indicates that the emanations from the external
SDRAM and its traces are being overshadowed by the ema-
nations from the power supply. While the traces connecting
the SoC to the SDRAM are similar in size to the power
supply traces, their emanations are much weaker, likely being
suppressed due to the design of the PCB layout. The clock
is provided to the SDRAM on a pair of differential traces.
One trace provides the memory clock, while the second trace
provides the return path. The traces are kept as close together
as possible and the same length to ensure that the magnetic
flux from the two traces is canceled out.

Overall, these measurements demonstrate that, at the base-
band, the emanations are mostly coming from the power
supply circuitry and the decoupling capacitors connected to the
SoC. The emanations are again likely the result of variations
in the current draw as the processor executes the instructions.
Any emanations from inside the components are being over-
shadowed by the emanations from outside the components.

B. A13-MICRO Processor Measurements
Next, examples of the measurements taken at the upper

sideband of the modulated 1.008 GHz processor clock are
provided in Fig. 15. In the figure, the fields and sources for
same instruction pairs as in the previous subsection are shown.
The fields for each instruction pair are similar, with only slight
variations in the shape. For each instruction set, the field is
concentrated near the device’s power supply circuitry. Based
on the measurements, the algorithm determined that each
instruction pair has a two electric dipole and one loop source.
The physical locations of the three sources vary slightly
between instruction pairs (less than 5 mm); however, they are
at the same general locations for all measurements.

The loop and one of the electric-dipole sources are located
near a via for the SoC’s processor power supply. At this
location the via connects a trace on the top layer of the board
to a trace from an inner layer of the board. This inner trace
is connected to the SoC. These sources are located near the
strongest source determined for the baseband measurements.
However, the contribution of other sources closer to the SoC
decreased at the higher frequency.

The second electric-dipole source is located on the opposite
side of the board, between the bottom right corner of the
SoC and the top of the SDRAM. It is present even when the
SDRAM is not active. It is also noticeably weaker than the
other sources.

The measured fields taken at the carrier frequency are shown
in Fig. 16. As with the DE1, the field distribution of the carrier
does not change with the instruction set. However, unlike the
DE1, the field distribution and source for the carrier match
the sidebands. This result indicates that the carrier has already
been modulated by the time it reaches the strongest source.
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Fig. 15. Examples of the upper sidebands (+20 kHz) of the 1.008 GHz
processor clock for different instruction pairs.

Fig. 16. The field measured at the 1.008 GHz processor clock.

C. A13-MICRO Memory Measurements

An overview of the modulated memory clock measurements
is shown in Fig. 17. Since the external memory is active
only during off-chip instructions, LDM/ADD, LDM/MUL,
STM/ADD, and STM/MUL are shown in the figures. The
fields generated by the different instruction pairs are nearly
identical, with a slight difference related to whether load or
store are used. This difference is likely caused by slightly
different parts of the SoC being active when executing the
instruction pairs. Based on the measurements, the algorithm
determined that the instruction pairs share a single loop source
and have no electric-dipole sources. This loop source is located
inside the SoC, near the middle of its bottom edge. It is near
the pins for the SoC’s SDRAM data buses and the SDRAM
output clock. The source location is unsurprising given that the
instruction pairs involve the external memory and the SDRAM
clock acts as the carrier for the emanations.

As with the baseband and processor measurements, the
emanations from the external memory are being overshad-
owed. Importantly, unlike the previous measurements, the
fields from inside the SoC are significantly stronger than
the fields emanated from anything outside the component.
Despite the frequency being only 816 MHz, the emanations
from inside the chip are strong enough to overshadow the
emanations from the rest of the device.

Fig. 17. Magnetic fields measured at the upper sidebands (+20 kHz) of the
816 MHz memory clock for different instruction pairs.

The magnetic field measured at the memory clock frequency
is shown in Fig. 18. As with the processor measurements,
the fields at the clock frequency are nearly identical to the
sidebands. This result indicates that the memory clock has
already been modulated by the time it is emanated.

Fig. 18. The magnetic field measured at the 816 MHz memory clock.

VII. CONCLUSIONS

This paper presents a new method for measuring and
locating sources of high-frequency EM side channels on PCBs.
It is well suited for evaluating the leakage from embedded
and IoT devices. Given their ubiquity and vulnerabilities, the
hardware security of those devices is an important concern for
designers and researchers.

This method is low cost and time efficient. It can measure
the intensity of the EM side-channel leakage while limiting
the impact of interference and reflections. Furthermore, unlike
similar systems, it relates the sources to the basic instructions
commonly used on the device. To be able to focus on these
instructions, the user needs to be able to implement the
excitation program described in Section II-A on the device.
However, given that this method is intended for researchers
and designers, it is reasonable to assume the user would have
this access.

The accuracy of the measurement setup was verified by
comparing the measured with simulated results. As a demon-
stration of its capabilities, this system was used to identify
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the side-channel sources at 1 GHz of two devices. The
results were compared to the measurements taken at the low
frequencies to determine the effect the frequency has on the
sources. For the DE1, the results demonstrate that the sources
can vary significantly with the frequency, with the source
spreading over the device as the frequency increases. For
the A13-MICRO, the sources varied noticeably less with the
frequency. Instead, they remained concentrated near the SoC
and the power supply circuitry.
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