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1 INTRODUCTION

C YBER-PHYSICAL systems (CPS) and internet of things
(IoT) devices are becoming essential part of the human

daily life. These systems and devices are used in many
areas such as health-care, autonomous cars, agriculture,
military, smart grids, smartphones, etc. [1], [2], [3], [4].
These systems promise many benefits including higher
efficiency, sustainability and better connectivity. However,
the operation of CPS and IoT systems heavily relies on
the access to confidential and sensitive information. This
leads to significant privacy and security concerns. In ad-
dition, any malicious attack to these systems imposes safety,
malfunctioning, unauthorized actions, and other damage
risks. Hence, it is compulsory to protect these systems with
reliable monitoring and malware detection frameworks.

Recent studies demonstrate that CPS and IoT systems
are vulnerable to side-channel attacks [5], [6]. Side-channels
are unintentional and asynchronous channels that possibly
leak confidential and sensitive information during the pro-
gram activity [7]. These channels are created as a result of
transistor switching and current flow changes during the
program execution. [7], [8]. Several physical phenomena
such as power consumption ([9], [10], [11]), temperature
changes ([12], [13]), acoustic emanations ([14], [15]), and EM
emanations ([8], [7], [16], [17]) have lead to many attacks
on different systems. The significance of these attacks moti-
vated researchers and experts to exploit these side-channels
for defensive and protective applications such as monitoring
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code flow, reverse engineering, cryptanalysis and malware
detection [18], [19], [20], [21], [22], [23].

Malware detection is one of the most commonly used
applications of side-channel analysis. These malware detec-
tion systems utilize an external monitoring hardware that
captures side-channel leakage and processes it for malware
detection. Due to the separation of the monitoring and
monitored systems, these systems are often called external
monitoring systems and have the following desired prop-
erties: 1) they are zero-overhead, i.e., they do not use the
resources of the monitored system, 2) the monitoring system
is isolated from the monitored system that prevents the
interference of the malware with the monitoring system, 3)
these systems are observer-effect free. EDDIE and Syndrome
are recently developed EM side-channel based malware
detection frameworks [21], [24]. They are both based on
Spectral Profiling [25] that profiles the program activity
based on the per-iteration time of the periodic activities
such as loops, and successive function calls. Although these
frameworks report detection accuracies as high as 92%,
these methods are coarse-grain malware detection systems
that cannot detect small modifications. Also, since these
methods are based on per-iteration time of the loops, an at-
tack that makes instruction modifications while maintaining
the total execution time cannot be detected. For example, if
the order of instructions within a loop is changed, the per-
iteration time remains the same, therefore, the modifications
cannot be detected. Similarly, these methods can not locate
the modifications precisely.

As another application of side-channel analysis, code-
flow monitoring is performed on numerous levels: loops,
paths, basic blocks, and instruction sequences [26], [25], [27],
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[28]. Main objective of these efforts is to verify that correct
sequence of instructions has been executed by monitoring
side-channel signals. These works report successful tracking
of the executed instructions for devices with relatively low
operating clock frequencies (1, 4 or 16 MHz) and simple
processor architectures [18], [19], [29], [30]. Recently, [28]
proposed a new technique to address devices with higher
clock frequencies (50 MHz) and more complex proces-
sor architectures (6-stage-pipelined processor). They report
promising results for tracking sequences of instructions but
they do not investigate all possible sequences of instructions
in a systematic way.

EM emanations during execution correlate with the
program activity and they are indicator of the trace that
the instruction goes through while being executed. There-
fore, EM emanations are also called EM signatures. The
instructions that go through similar traces generate similar
EM emanations, whereas instructions with different trace
characteristics generate distinct EM emanations. The key
challenge for EM-side channel based instruction level track-
ing is the noise, which is stronger than the variation between
the EM signatures of instructions in many cases.

To enable instruction-level tracking when noise is
present, we propose a new framework: PITEM. This frame-
work consists of two major steps: 1) identifying groups of
instructions that are referred to as instruction types that have
similar EM signatures, 2) tracking all possible orderings,
i.e. permutations, of these instruction types and therefore,
monitoring program flow at instruction type granularity. To
make the definition of these terms more clear, we present
a simple example. Assume that we investigate a processor
that has only four instructions: ADD, SUB, MUL and STR.
Let ADD and SUB operations have similar EM signatures,
MUL operation have a different EM signature than ADD
and SUB, and STR operation have a different EM signature
than all the other three instructions. Based on the EM sig-
natures, first part of our framework finds 3 instruction types
that we reference with letters: type A (ADD and SUB), type
B (MUL), and type C (STR). Second part of our framework
detects which ordering of these instruction types has been
executed. For example, a code block that has the instructions
ADD-MUL-STR in order can be recognized as permutation
“ABC”, whereas a code block that executes the instructions
MUL-STR-ADD can be detected as permutation “BCA”. By
generating all possible permutations of the instruction types,
we generate instruction sequences systematically. Gener-
ating EM signatures for sequences rather than single in-
structions addresses the pipeline effect to a great extend
as they represent the overall EM emanations for longer
periods of time. Also, this method is not limited to devices
with lower clock frequencies. Therefore, this framework is
applicable in program activity tracking applications even
for devices with complex processor architectures and higher
clock frequencies.

Furthermore, this framework can be used in finer-
granularity malware detection applications. By using the
permutations as reference signals, modifications that are
made at instruction level can be resolved. In applications
where the program is expected to execute one of the allow-
able instruction sequences, this technique can determine any
unexpected instruction executions and resolve at what point

the modification has been made. Note that, unlike EDDIE
[21] and Syndrome [24], this method does not rely on per-
iteration time of loops and it can detect the changes when
the ordering of the instructions is changed.

To show the feasibility of the proposed method, we
perform testing on two devices with different architectures
and operating clock frequencies. These devices are Intel’s
DE1 Altera FPGA Board with Altera NIOS-II (soft) processor
[31], and A13-OLinuXino with ARM Cortex-A8 processor
[32], operating at 50 MHz and 1 GHz clock frequencies,
respectively. The results are reported for different experi-
mental setups. We note that single execution of the permu-
tations of the instruction types can be detected with as high as
95.67% accuracy. As the number of successive executions of
the permutations increases, the detection accuracy increases
to 100%. We also test the performance of the proposed
method with different relative signal-to-noise ratio (SNR)
levels. We note that the system performance is stable for rel-
ative SNR levels higher than 15 dB. Next, we test the limits
of the system by tracking permutations of instructions from
the same instruction type. As expected, the detection perfor-
mance for single execution of the permutation is low, but
it increases significantly (to as high as 87.5% and 95.78%)
when the permutation is repeated. Finally, to demonstrate
fine-grained malware detection capability of the proposed
framework, we test the malware detection performance for
single or a few instruction deviations from the expected
code sequence. We observe that we can detect these changes
with as high as 99.8% accuracy.

The remainder of the paper is organized as follows.
Section 2 describes our procedure to identify instruction
types, Section 3 explains the proposed permutation-tracking
system, Section 4 presents experimental results, Section 5
includes robustness evaluation, and Section 6 draws conclu-
sions.

2 DETERMINING INSTRUCTION TYPES BY USING
EM SIDE CHANNEL

The proposed methodology is based on analyzing EM side-
channel signals. As mentioned earlier, EM side-channels are
created as a by-product of fast switching currents flow-
ing through transistors during program execution. There-
fore, execution of certain instructions generates distinct EM
signatures. In this section, we describe the procedure to
identify these instructions and call them instruction types.
Since different architectures are implemented differently on
micro-architecture level, these instruction types differ for
different architectures. Fig. 1 presents an outline of the
procedure step by step. These steps are explained in detail
in the following sections.

2.1 Generating List of Instructions Under Investigation
This step includes examining the available instruction set for
the given processor and selecting the desired and applicable
instructions to investigate. The applicability of the instruc-
tions is based on the micro-architecture of the processor.
2.2 Generating Microbenchmark for Instructions
After instruction selection, we generate a microbenchmark
for each instruction whose pseudo-code is given in Fig. 2.
One should note that this work uses an instrumented mea-
surement setup where an input/output (I/O) pin is set to
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1. Generate a list of instructions under investigation.

2. Generate a microbenchmark
for each of these instructions.

3. Implement the codes and record EM emanations.

4. Process the data and obtain
EM signature for each instruction.

5. Generate correlation matrix of the EM signatures.

6. Investigate correlation ma-
trix and identify instruction types.

Fig. 1. Flowchart of determining instruction types.

while true
for

%empty for loop
end

% Set I/O Pin to High

for N times
%Instruction Under Interest

end

% Reset I/O Pin to Low

for
%empty for loop

end
end

Fig. 2. Pseudo-code for Instruction Type Detection setup.

high voltage before the code under observation and reset
to low voltage after the code under observation. Therefore,
the input/output pin signal is used to find the starting and
ending points of the region of interest.

For most processors, the EM signature difference caused
by a single instruction does not generate a distinct variation
[33], therefore, the instruction under interest is repeated N
times to magnify the EM signature. Note that this repetition
is realistic because the pesudo-code structure is only used
in determining instruction types step and it is not utilized
in any testing scheme. The starting and ending markers are
preceded and succeeded by two empty loops, respectively.
This for-loop structure allows for a fair comparison since
they make sure that the same instructions are pipelined
before and after all instructions under interest.

2.3 Implementing the Codes and Recording EM Ema-
nations
After microbenchmark implementation, EM emanation
measurements are performed. The measurement includes
two synchronized channels: 1) EM emanation signal, 2) I/O
pin signal. For better localization, a near-field antenna with

proper antenna gain and size should be utilized. The choice
of the antenna size is based on their ability to capture
relevant EM emanations from the processor and reject the
interference from other parts of the device.

2.4 Data Processing to Obtain EM Signatures

In this step, the recorded EM emanation and I/O signals
are processed to obtain EM signatures of each instruction.
Fig. 3 presents an overview of data processing flow. First,
the input I/O signal is filtered with a moving median filter
to overcome overshooting. Then, the signal is normalized to
account for possible DC offset. Next, the amplitude values
are quantized to their binary representations by using a 3
dB threshold. The binary stream of data is smoothed by
removing outliers and the starting and ending points are
determined.

The input EM signal contains unintentional EM emana-
tions that are amplitude modulated (AM) to the periodic
signals present on the board [34]. Among these modulations,
the one around the first harmonic of the operating clock fre-
quency is the strongest and the most informative. Therefore,
the input EM signal is firstly down-converted with clock
frequency, and then, low-pass filtered to reduce the mea-
surement noise at higher frequencies. However, interference
due to non-program activity related periodic activities such
as voltage regulators, memory refresh, etc. might still occur
within the filtered bandwidth. Some of these interference are
so strong that they dominate the EM signature. To eliminate
them, we identify and store the frequencies at which these
peaks occur from a recording that is collected during idle
state of the board. Next, we remove these peaks in the “inter-
ference removing” step by using band-stop filters centered
around these interference frequencies. Since the modulation
around the clock frequency is not necessarily conjugate
symmetric in the frequency domain, the resulting signal
can be complex-valued. The amplitude of this complex-
valued signal contains the shape information whereas the
phase carries time shift information. Since our objective is
to determine the shape, we proceed the data processing
by only keeping the magnitude. Finally, the processed EM
signal is cropped into chunks by using the cropping points
obtained from input I/O signal, and the EM signatures are
generated. These signatures represent the EM waveforms
generated from the repetition of instructions N times.

2.5 Generating Correlation Matrix

In this part, we generate a correlation matrix that represents
the similarity between the generated EM signatures. The
degree of (dis)similarity between two time domain signals
can be measured in several ways: L1 norm, L2 norm, and
cross-correlation etc. The power consumed by the devices
fluctuates during run-time and this creates a DC offset in
the measured EM emanations. Since L1 norm and L2 norm
measure the sum of point-wise distances, it is an error-prone
measure in the presence of DC offsets. Therefore, these
distance measures are not suitable without normalization.
On the other hand, cross-correlation measures the similarity
of the waveforms, which is a suitable similarity metric
for our purposes. The execution of some instructions takes
longer than the others and the corresponding EM signatures
are longer in length. To account for different lengths, while
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Fig. 3. Flowchart of data processing.

correlating two signals, the correlation is performed by
sweeping the longer waveform with the shorter one and
the highest correlation is denoted as the cross-correlation of
these two waveforms. Cross-correlation is performed for all
EM signature pairs to generate the correlation matrix.

2.6 Identifying Instruction Types

The objective of this step is to find the groups of instructions
that have similar EM signatures. We refer to these distinct
groups that have similar EM signatures as instruction types.
The correlation matrix of the EM signatures shows how
much the signatures are correlating with each other. A
subjective method to find the instruction types from the cor-
relation matrix is visual inspection. However, this approach
is prone to misclassifications due to its subjective nature.
As an objective method, we propose to utilize hierarchi-
cal (agglomerative) clustering. This clustering technique is a
bottom-up algorithm that starts with treating each sample
as a separate cluster and merges these clusters pair-wise
until all samples are merged into a single cluster [35]. As the
clusters are successively merged, a cluster tree (dendrogram),
which is sequence of clusterings that partition the dataset,
is generated [36]. Unlike other clustering algorithms such as
K-means, this method does not require a random centroid
initialization or a prior cluster number. This is especially
useful in our application since we do not have an apriori
knowledge about the number of instruction types. We can de-
cide for the number of clusters by observing the dendrogram.
The main disadvantage of this algorithm is its large time
complexity (O(N2 log(N))), and space complexity (O(N2))
[37], [38]. Since the number of instructions under inves-
tigation is typically not a large number, the dataset size
is relatively small, therefore, the time and space costs are
affordable. The output of the correlation matrix presents
the similarity measure between the signatures. However,
hierarchical clustering is based on the dissimilarities between

samples. Therefore, by using [39], we convert the cross-
correlation values, ρ, to distance values, d, as follows,

d =
√
2(1− ρ). (1)

3 DETECTING PERMUTATIONS OF INSTRUCTION
TYPES

This section explains a systematic way of tracking the ex-
ecution of instruction types. In Section 2, instruction types
are identified by repeating the same instruction for several
times and clustering them based on the similarity of their
EM signatures. Next step is to detect these instruction types
in a testing scenario. The most straightforward way to
do so is to find the EM signature of the instruction types
when they are executed once (instead of N times), and use
these signatures as a dictionary while testing. However, this
approach has two major drawbacks:

1) Most processors implement pipeline architecture
where the execution of the instructions is divided
into different stages. This allows for overlapping
executions of consecutive instructions at differ-
ent stages. Since all these stages utilize transistor
switching activity during their operation, all stages
behave as an EM emanation source. Therefore, the
measured EM emanation by the antenna is a com-
bination of the EM waves radiated from different
stages. Due to the lack of a complex model to decou-
ple these combinations, it is not possible to isolate
the EM signature of a given instruction. Conse-
quently, difference generated by a single-instruction
becomes significantly smaller than the difference
generated by instructions surrounding it [33].

2) Tracking a single instruction requires several sam-
ples per clock cycle and perfect cropping of the start
and end points. Satisfying required sampling rate
becomes costly for devices with high clock frequen-
cies. Moreover, misalignment of the cropping points
leads to significant loss in tracking performance.

Previous work in literature suggests to generate EM sig-
natures for instruction sequences rather than single instructions
and reports high self-correlation and low cross-correlation
values for several instruction sequences to show the applica-
bility of the proposed system [28]. However, the instruction
sequences used in this work are relatively long and the
choice of these instruction sequences is not systematic.

Instructions in a program appear in different orders. We
propose to generate the sequences in a systematic way by
generating all possible orderings of the instruction types. In
other words, we propose to generate EM signatures for
all permutations of the instruction types and track these
permutations. Note that this approach addresses the afore-
mentioned problems for the following reasons.

1) By generating EM signatures for the permutations,
we observe the overall effect of the permutation
block. Certain interactions caused by different or-
derings of these instructions and the impact of
the pipeline are embedded into the EM signature.
Although it is not possible to isolate the impact
generated by each of these instructions, we obtain
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while true
for
%empty for loop

end

% Set I/O Pin to High

for N times
-First instruction in permutation order,
-Second instruction in permutation order,
.
.
.
-Kth instruction in permutation order.

end

% Reset I/O Pin to Low

for
%empty for loop

end
end

Fig. 4. Pseudo-code for Permuation Detection setup.
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Obtain Traces

Testing Traces Labels

Predict Labels

Predicted labels

Accuracy Analysis

Training Testing

Fig. 5. Overview of Training and Testing.

an EM signature that covers their aggregate im-
pact. Furthermore, by using permutations instead
of single instructions, we have a longer waveform
and the significance of the surrounding instructions
becomes less dominant.

2) Having a sequence of instructions results in a longer
EM waveform, therefore, we can afford to have
less samples per clock cycle compared to the single
instruction case. Furthermore, the impact of mis-
croppings becomes less evident since the ratio of
miscropping length to the total EM signal length is
smaller than the single instruction case.

One should keep in mind that inclusion of permutations
is very helpful to address the pipeline effect but there are a
few issues that cannot be addressed with this scheme:

• The EM signature still experiences the pipeline im-
pact in the beginning and at the end due to the
instructions that come before and after the permu-
tation, respectively.

• For some processors, the pipeline length might be
longer than the length of the permutation, and this
limits the capability of the permutation to represent
the emanation coming from all pipeline stages.

Please note that, in addition to pipeline structure, there
are other computer architecture factors such as cache access,
interrupts, compiler optimization, etc. that impact the EM
emanations. Cache accesses and interrupts have much larger
signatures [40] than single instructions and they need to
be detected and removed as shown in [40] before single
instruction tracking is applied. However, since our bench-
mark codes are relatively short, we do not experience these
impacts and do not need to remove them. Furthermore, we
keep all compiler optimization turned off to make sure that
the compiled machine code matches the pseudo-codes.

Finally, note that the number of the permutations is
given byK!, whereK is the number of clusters or instruction
types that are obtained in Section 2.6. For large K , the
number of permutations becomes a large number which
leads to a costly measurement and large memory usage.
Therefore, the choice of K from the cluster tree should be
made carefully.

The steps of detecting permutations of instruction types
are explained step-by-step as follows.

3.1 Picking an Instruction to Represent Each Instruc-
tion Type

Since the instructions from the same instruction type have
similar EM signatures, the most common instruction from
each type is chosen to represent its type. Instruction types are
labeled with the first K capital letters of the alphabet.

3.2 Generating Microbenchmarks for Permutations

As mentioned earlier, with K clusters, we need to generate
K! benchmarks that include all permutations. For example,
if there are 4 identified instruction types (A, B, C and D), the
permutations should include: ABCD, ABDC, . . . , DCBA.

Execution of most programs and embedded systems go
through loops during the operation. These loops include
execution of the same instruction sequences several times.
Furthermore, a program spends most of the execution time
in functions that are called many times successively. Consid-
ering this repetition-based nature of the most programs, we
propose to investigate the impact of repetition of instruc-
tion blocks on the tracking performance. In particular, we
create EM signatures for different repetitions of the same
instruction block. For ease of reference, we use the notation
(ABCD)N , where (ABCD) is the investigated permutation
block, and N is the number of permutation block repetition.
Note that the ultimate goal is to track permutation blocks
withN = 1. However, due to the repetitive structure of code
implementations, N could be different than 1. For example,
a certain permutation might appear within a loop that is
repeated several times and this apriori knowledge can be
used to improve tracking performance.

The microbenchmark structure for the permutations
is very similar to the structure presented in Section 2.2
with a slight difference that the instruction under interest
is swapped with the permutation block under interest.
The pseudo-code for the new microbenchmark structure is
shown in Fig. 4.
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3.3 Implementing Code and Recording EM Emanations
After implementing the pseudo-codes, EM emanations from
the device is measured as described in Section 2.3. Two mea-
surements are taken for each microbenchmark at different
times. The waveforms obtained in the first measurement
are used for training, whereas the second measurement
waveforms are used for testing.

3.4 Training: Generating Templates for Each Permuta-
tion
In this part, we generate templates for each permutation and
these templates are used in the testing phase for prediction.
A general overview of training can be found in the left
hand part of Fig. 5. By using the same procedure that is
described in Section 2.4, several EM signature traces are
obtained for each permutation from Measurement 1 record-
ings. These traces from the same permutation are aligned
using cross-correlation. Then, they are cropped so that all
of them have the same length. Finally, the EM template for
the corresponding permutation is generated by using the
point-wise average of the aligned and cropped EM signature
traces.

3.5 Testing: Predicting Testing Measurements using
Templates
A general overview of testing can be found in the right
hand part of Fig. 5. Testing traces are obtained by applying
the procedure described in Section 2.4 to Measurement 2
recordings. These testing traces are labeled with their per-
mutation order. The prediction step implements a matched-
filter-like structure where the filters are the normalized
versions of EM templates generated in Section 3.4 [41]. We
use such a structure because matched filter is the optimum
receiver in terms of maximizing the signal-to-noise ratio
(SNR) when the received signal is corrupted by additive
random noise [42]. Another advantage of such a structure
is that the matched filter finds the best offset between
the received signal and the templates on its own without
requiring synchronization. After correlating the testing trace
with all filters, the permutation of the trace is predicted as
the template whose corresponding filter gives the highest
correlation.

4 EXPERIMENTAL RESULTS

In this section, we explain our experimental setup and
provide the results for instruction type determination and
permutation tracking of instruction types.

4.1 Experimental Setup
To demonstrate the feasibility of the proposed methodology,
we experiment on two devices. The first device is Intel’s DE1
Altera FPGA Board that has Altera NIOS-II (soft) processor
[31]. This processor is a general purpose RISC (reduced
instruction set computer) processor that implements Nios-
II architecture with 6 pipeline stages. The operating clock
frequency is 50 MHz and this board does not have a present
operating system. The second device is A13-OLinuXino,
which is a low-cost embedded Linux mini-computer that
has ARM Cortex A8 processor that operates at 1 GHz
clock frequency [32]. The processor implements ARMv7-
A architecture and is an in-order, dual-issue, superscalar

(a) DE1 Device. (b) A13 Device.

Fig. 6. Expertimental setups used for EM emanation recordings.

microprocessor with 13-stage main integer pipeline. For the
rest of this paper, we refer to the first and second devices as
the DE1 device, and the A13 device, respectively.

To record the EM emanations, we use Aaronia’s H3 near-
field magnetic probe for the DE1 device and H2 near-field
magnetic probe for the A13 device [43]. These probes are
chosen so that the resonance frequency of the probes are
aligned with the operating clock frequencies of the devices.
We locate the probes on the pin edges of the processors as
shown in Fig. 6 using the results presented in [44]. Also note
that two GPIO pins of these devices are utilized to record the
marker signal. Measurements are obtained with Keysight’s
DSOS804A high-definition oscilloscope at 10 GHz sampling
rate [45].

4.2 Instruction Type Determination Results

After inspecting the instruction set for both devices, we
select 17 instructions per each device for investigation that
are listed in Table 1 with their corresponding abbreviations.
Note that these are frequently used instructions including
mathematical operations such as addition and multiplica-
tion; logical operations such as AND, OR; and memory
access instructions such as load and store, etc.

After selecting the instructions, we generate microbench-
marks for each of them that include N = 10 and N = 100
times repetitions for the DE1 and A13 devices, respectively.
The reason for the higher N value of the A13 device mi-
crobenchmarks is the higher operating clock frequency of
the device. Next, we record the EM emanations and obtain
the EM signatures for different instructions as described
in Section 2.4. Fig. 7 and Fig. 8 present examples of the
obtained EM signatures of different instructions for the DE1
and A13 devices, respectively. Note that each subfigure
plots several EM emanation traces obtained for different
executions of the given instruction. One can easily observe
that these traces are highly aligned indicating that the EM
signatures of the instruction sequences are relatively similar
for successive executions.

In Fig. 7, we observe that some instructions such as LDW
and MULI have significantly different EM signatures that
differ both in length and shape, whereas some instructions
such as ADD and SUB have very similar EM signatures in
both length and shape. Similar conclusions can be obtained
for Fig. 8, as well. One should note that these conclu-
sions validate our initial assumption that some instructions
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TABLE 1
Investigated Instructions

DE1 Device A13 Device

Assembly Code Description Assembly Code Description

ADDI addi r20, r20,171 Add immediate value to register ADDI add r3, r3, #1 Add immediate value to register

ADD add r20, r20, r16 Add two register values ADD add r3, r3, r3 Add two register values

SUBI subi r20, r20,173 Subtract immediate value from register value SUBI sub r3, r3, #1 Subtract immediate value from register value

SUB sub r20, r20, r16 Subtract two register values SUB sub r3, r3, r3 Subtract two register value

LDW ldw r20, 0(r21) Load 32-bit word from memory to register LDR ldr r3, [r1] Load a word from memory to register

STW stw r20, 0(r21) Store word from register to memory STR str r3, [r1] Store a word from register to memory

MUL mul r20, r20, r16 Multiply two register values MUL mul r3, r3, r3 Multiply two register values

MULI muli r20, r20, 173 Multiply immediate value with register value SMULL smull r3, r2, r3, r3 Multiply two 32-bit signed values

DIV div r20, r20, r20 Divide two register values UMULL umull r3, r2, r3, r3 Multiply two 32-bit unsigned values

OR or r20, r20, r16 Bitwise logical OR operation of register values ORR orr r3, r3, r2 Bitwise logical OR operation of register values

ORI ori r20, r20, 173
Bitwise logical OR operation of register and immediate

values ORRI orr r3, r3, #1
Bitwise logical OR operation of register and immediate

values

MOVI movi r20, 173 Move immediate value to register MOVI mov r3, #1 Move immediate value to register

MOV movi r20, r16 Move register value to register ANDI and r3, r3, #1
Bitwise logical AND operation of register and

immediate values

AND and r20, r20, r20 Bitwise logical AND operation of register values AND and r3, r3, r2 Bitwise logical AND operation of register values

CMPEQ cmpeq r20, r20, r16 Compare if register values are equal CMP cmp r3, r0 Subtract register values to compare

XOR xor r20, r20, r16 Bitwise logical XOR operation of register values CMPI cmpi r3, #1 Subtract immediate value from register value to compare

XORI xori r20, r20, 173
Bitwise logical XOR operation of register and immediate

values NOP nop No operation

(a) LDW (b) MULI

(c) ADD (d) SUB
Fig. 7. Obtained EM signatures of several instructions for the DE1
device.

have similar EM signatures while some have significantly
different EM signatures. Therefore, our methodology also
provides the capability of decreasing the entropy of the
instructions. We also realize that the instructions with sim-
ilar EM signatures are those that have similar physical
implementations such as addition and subtraction.

As can be seen in Fig. 8, the EM signature of LDW
is significantly different than MUL, ADDI and SUBI. This
difference reflects the significance of the additional memory
system pipeline present in the A13 device for memory access
instructions. Although the EM signatures are obtained by re-
peating the same instruction N times, we are not observing
the repetition of the same pattern N times in the EM sig-

(a) LDR (b) MUL

(c) ADDI (d) SUBI
Fig. 8. Obtained EM signatures of several instructions for the A13 device.

nature. We note that the beginning and ending parts of the
signatures are significantly different than the middle parts,
where we can observe the same kind of pattern repetition.
This observation emphasizes the significance of the pipeline
effect caused by the instructions that come before and after
the instruction sequence. From these observations, we con-
clude that the EM signatures are indicative of the pipeline
structure. These observations also prove that each stage of a
pipeline emits EM signals while executing instructions.

After obtaining the EM signatures, we generate the cor-
relation matrices for the DE1 and A13 devices as shown in
Fig. 9. In Fig. 9, brighter colors indicate higher correlation,
hence higher similarity. Then, we convert this correlation
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Fig. 9. Correlation matrices for DE1 and A13 devices.

(a) DE1 Device (b) A13 Device

Fig. 10. Dendrogram of the instructions obtained with Hierarchical Clustering for DE1 and A13 devices. Different colors represent the clusters.

matrix to a distance matrix and cluster these instructions
with average-link hierarchical clustering described in Section
2.6. The resulting dendrograms are presented in Fig. 10. The
bottom part of the dendrograms starts with all instructions,
and as it goes to the top, these instructions are merged pair-
wise so that they are in the same cluster until all instructions
are merged at the top. By investigating the correlation matri-
ces and dendrograms, we set the number of clusters, K , to be
4 in both cases as for both cases when K is set to 4, resulting
clusters include instructions that are similar in operation
such as MULI and MUL. The clusters are indicated with
different branch colors. Red, blue, green and black colors
represent A, B, C and D type clusters, respectively.

For DE1 device, A-type instructions are memory-access
operations (LDW, STW) as well as the 1 clock-cycle arith-
metic and logic operations that use register sources (ADD,
SUB, AND, CMPEQ, MOV, OR, XOR), there are also two
exceptions (MOVI, ORI) using immediate values. B-type
instructions are the arithmetic and logic operations that use
immediate values (ADDI, SUBI and XORI). C-type instruc-
tions are the multiplication operations (MULI and MUL)
and D-type instructions are the division operation (DIV).

For A13 device, A-type instructions include all 1 clock-
cycle arithmetic and logic operations that are either using
register values or immediate values. One exception is the
ADD instruction that uses register values, which is clustered
as a C-type instruction along with the store instruction
(STR). B-type instructions are the multiplication operations
(MUL, SMULL, UMULL), and D-type instructions are the
load operation (LDR).

As it has been discussed earlier, the clusters reflect the
structure of the pipeline. For example, load and store op-
erations include the memory address location calculations
which are addition and subtraction operations. Therefore,
these instructions have the same type as addition and sub-
traction for the DE1 device. However, A13 implements an
external memory-access pipeline, which results in separate
clusters for load and store operations. Similarly, we note that
different variants of multiplication operations are clustered
in the same group for both devices.

4.3 Permutation Tracking Results
After determining the instruction types, to represent the
entire type, we pick an instruction from each type that we
encounter the most, but choosing them randomly from each
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(a) (ABCD)1 (b) (DCBA)1

(c) (ABCD)10 (d) (DCBA)10

Fig. 11. Sample EM signatures of permutations with different N values
for the DE1 device.

(a) (ABCD)1 (b) (DCAB)1

(c) (ABCD)10 (d) (DCAB)10

Fig. 12. Sample EM signatures of permutations with different N values
for the A13 device.

type leads to the same results as well. These instructions
are LDW, ADDI, MULI and DIV for the DE1 device, and
ADDI, MUL, STR and LDR for the A13 device representing
A, B, C and D in the given order. Using these instructions,
we generate microbenchmarks, record EM emanations and
generate EM signatures for different N values.

Fig. 11 and Fig. 12 present example EM signatures for
different permutations and N values obtained from the DE1
and A13 devices. For N = 1, the plotted EM signatures
of the permutations (ABCD)1 and (DCBA)1 are visually
different from each other for both devices. However, we
note that, whenN = 1, the EM signatures for the A13 device
has a large variance among different executions, whereas
this variance is much smaller for N = 10.

In Fig. 11, when N = 10, we can observe a pattern that
is repeated 10 times, but this repetition is not present in
Fig. 12 when N = 10. This difference can be explained by
the difference of the pipeline lengths: DE1’s pipeline length
(6 stages) is shorter than A13’s pipeline length (13 stages).
Therefore, a permutation block of length 4 instructions is
more capable including the contributions from the pipeline
stages of the DE1 device and get the EM signature into a
steady state, whereas the EM signature for A13 does not
reach the steady state with 10 repetitions.

Note that for both devices, we cannot visually identify
the locations of the A, B, C, and D instruction types from the
EM signatures. As discussed earlier, this is because single
execution of the instruction does not create significant vari-
ation in the signature and due to the pipeline, the variation
generated by execution of single instruction is distributed to
different stages of the pipeline. To test this, while executing
the permutation only once (N = 1), we repeat each in-
struction within the block 10 and 100 times for the DE1 and
A13 devices, respectively. The EM signatures obtained with
this repetition are shown in Fig. 13 and Fig. 14. In Fig. 13,
we see that the instruction blocks A and B that appear
in the beginning of ABCD permutation can be identified
at the end of DCAB permutation. Note that identifying C
and D precisely is still not possible. In Fig. 14, we can
identify all instruction type blocks clearly as indicated in the
figure. These results show that, although single execution of
an instruction does not generate an identifiable waveform
pattern, several consecutive executions can result in distinct
waveforms. Please note that this is just an observation and
cannot be directly used for testing purposes because enforc-
ing the repetition of the same instruction within the blocks

A

B

(a) (A10B10C10D10)1

A

B

(b) (D10C10A10B10)1

Fig. 13. Sample EM signatures when instruction types are repeated 10
times within the permutation block for the DE1 device.

A

D

CB

(a) (A100B100C100D10)1

A

D

C B

(b) (D100C100A100B100)1

Fig. 14. Sample EM signatures when instruction types are repeated 100
times within the permutation block for the A13 device.
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(a) DE1 Device. (b) A13 Device

Fig. 15. Impact of N value (number of permutation block repetition) on accuracy.
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Fig. 16. Confusion charts for N = 1.

is not very realistic for many programs and, therefore, is not
practically applicable.

We generate templates for each permutation using Mea-
surement 1, and predict the permutation order of the snip-
pets obtained from Measurement 2. To evaluate the deviation
of our classification for different test sets, we perform 10
independent tests for each configuration. For each test, we
use 100 snippets per each permutation, resulting in a total
of 2400 testing snippets per test, and 24000 testing snippets
for all tests.

“Bandwidth” is a hyperparameter in our application,
which needs to be selected while training and before testing.
One common approach to select hyperparameter values is
cross-validation, where the training dataset is partitioned
into training and validation sets, and the best hyperparam-
eter values are selected based on the performance on the
validation set. Note that the testing set is kept completely
independent during this process. Although cross-validation
is a valid approach for our scheme to set the “bandwidth”
value, we aim to analyze the impact of the utilized low-
pass filter bandwidth on the accuracy. Therefore, instead of
setting “bandwidth” value using cross-validation, we report

the accuracy for different bandwidth values as shown in
Fig. 15. Accuracy is calculated as the ratio of number of
the correctly classified permutations to the total number of
testing traces.

The value for every point in Fig. 15 is obtained by aver-
aging 10 independent test trials and the error bar around the
marker indicates the standard deviation across these trials.
Since the standard deviation for different trials is low, most
of these points are concentrated around the average value.

In Fig. 15, we observe that the highest accuracies forN =
1 are 95.67% and 87.35% for DE1 and A13, respectively. For
higher values of N , the accuracy significantly improves. We
also note that for N > 1, accuracy increases for increasing
bandwidth and converges to 100% beyond 10 MHz and 400
MHz for DE1 and A13 devices, respectively.

To investigate N = 1 case, we provide the confusion
matrices for a single test in Fig. 16. Note that both matrices
are mostly diagonally dominant. When we investigate the
correlation matrix for the DE1 device, we realize that the
permutations ”DCAB” and ”DCBA”, which only differ by
the order of A and B instructions, are the two classes that
are mostly confused with each other. Similarly, for A13
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device, ”ABCD” is confused with ”BACD”, ”ACDB” is
confused with ”CADB”, ”DACB” is confused with ”DCAB”.
All these confusions are between two classes that differ by
the ordering of only two instructions whereas the order and
the location of the other two instructions are the same. This
is expected as the EM signature of such classes that differ
by only two instructions are similar to each other than EM
signatures that differ by the ordering of all instructions.

A single increment in N from 1 to 2 significantly im-
proves the accuracy to 100%. This shows the trade-off be-
tween the number of repetitions and the accuracy. Including
repeated versions of the permutation blocks is significantly
increasing the detection accuracy in the expense of limiting
the applicability of the proposed method. Therefore, if the
system or program under investigation has repetitive na-
ture, this method can be modified for better performance.

As discussed in Section 1, related works implement their
framework on processors with low clock frequencies and
simple pipeline architectures. [18] implements a Hidden
Markov Models based recognition system using power side
channels and achieves 70% recognition rate for a microcon-
troller with two pipeline stages and 1 MHz clock frequency.
[19] uses power side channels and improves the recognition
rate up to 100% for a microcontroller with 2 pipeline stages
and 4 MHz clock frequency. [29] also uses power side
channels and achieves 99% accuracy for a microcontroller
with single-level pipelining and 16 MHz clock frequency.
[30] utilizes EM-side channel and achieves 96.24% recogni-
tion rate for a microcontroller with 4 MHz clock frequency
by decapsulating the integrated circuit with fuming nitric
acid. Note that our framework achieves similar or better
accuracies even for devices that have much higher clock fre-
quencies and relatively sophisticated pipeline architectures,
without any decapsulation procedure.

5 FURTHER EVALUATION OF ROBUSTNESS

In this section, we test our methodology’s robustness and
extensions. Firstly, we evaluate the performance for different
SNR levels. Next, we extend the tracking ability to instruc-
tions rather than instruction types. Finally, we demonstrate
the fine-grained malware detection ability of the proposed
framework.

5.1 Performance for Different SNR Levels

To evaluate the performance for different SNR levels, we
assume that the measurement channel is corrupted by ad-
ditive white Gaussian noise (AWGN). To estimate the SNR
of the measured signal, we need to estimate the noise floor.
One simple approach to measure the noise floor is to record
the EM emanations during the idle state. However, this
is not a valid approach because the power consumption
during the idle state is lower than program execution due to
the power optimizations. Lower power consumption leads
to weaker EM emanations, which disqualifies this approach
for SNR estimation. Therefore, we obtain measurements at
locations with strongest EM emanations and use the power
of the signals obtained from these measurements as the
referenced signal power, which includes both the signal
and the measurement noise. After obtaining these traces,
we introduce additional additive white Gaussian noise with
different noise powers to the testing traces. Since we are

(a) DE1 Device.

(b) A13 Device.

Fig. 17. Impact of relative SNR on accuracy for permutations of different
instructions for different N values.

introducing additional noise to the signal that is already cor-
rupted by measurement noise, we refer to the ratio between
the measured signal power and this additional noise power
as relative SNR.

Let x be a vector representing a testing trace with a
length of L samples, and xi be the sample values of this
trace such that x =

[
x1 x2 . . . xL

]
. To add the noise,

we first calculate PS , the signal power of the vector, as

Ps =
1

L

L∑
i=1

|xi|2. (2)

Note that Ps is the power of the measured signal and,
therefore, it features contributions from both the signal itself
and the measurement noise. Then, we add AWGN to each
sample of x and obtain the new signal y that is corrupted
by additional AWGN. The elements of y, yi, are obtained as

yi = xi + zi for 1 ≤ i ≤ L, (3)

where zi ∼ N (0, Ps

SNRrel
lin

) is independent and identically
distributed realizations of a random variable that has a zero-
mean Gaussian (normal) distribution with Ps

SNRrel
lin

variance,

and SNRrel
lin represents the relative SNR in linear scale.

One should note that we add AWGN to all testing traces,
but the EM templates are kept as originals. Then, we per-
form the same testing procedure for different relative SNR
values with 40 MHz (DE1) and 500 MHz (A13) low-pass
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(a) DE1 Device.

(b) A13 Device.

Fig. 18. Impact of N value on accuracy for permutations of instructions
from the same instruction type.

filter bandwidths. The results are shown in Fig. 17, where
we observe that the accuracy decreases for low relative SNR
levels, as expected. Accuracy performance converges for
relative SNR values higher than 15 dB. We observe that the
permutations with larger N are generally more resistant to
AWGN. Finally, we note that DE1 device is more resistant
to additional AWGN. We believe that the reasoning behind
this is the relative simplicity of the DE1 device compared
to A13, which implements a deeper pipeline and runs an
operating system in the background.

5.2 Permutations of Instructions from the Same In-
struction Type

In this section, our objective is to extend the applicability of
the permutation tracking from tracking different instruction
types to tracking instructions of the same instruction type.
To do so, we pick 4 instructions from instruction type A
for both devices. For the DE1, we pick ADD, AND, MOV
and CMPEQ; for the A13, we pick ADD, AND, MOV and
CMP. Note that these instructions use the same destination
registers, register sources and immediate values, therefore
we minimize the variation that might be caused by data
values or register differences. Using these 4 instructions, we
repeat the experiments and report the accuracies in Fig. 18.
Note that, the accuracies for N = 1 are low because these
instructions are from the same type and their permutations

TABLE 2
Investigated Malware Scenarios for “ABCD” permutation

Malware Type Corresponding Instruction Sequences

Single Deletion BCD, ACD, ABD, ABC

Double Deletion CD, BD, BC, AD, AC, AB

One Insertion AABCD, ABBCD,
ABCCD, ABCDD

Two Insertions AAABCD, ABBBCD,
ABCCCD, ABCDDD

Three Insertions AAAABCD, ABBBBCD,
ABCCCCD, ABCDDDD

BBCD, CBCD, DBCD, AACD,
ACCD, ADCD, ABAD, ABBD,
ABDD, ABCA, ABCB, ABCC,One substitution

have very similar shapes. This low accuracy verifies that the
instructions are clustered correctly.

If we can afford to repeat the permutation sequence
for several times, i.e, increase N , accuracy successively
increases. In fact, for N = 100, accuracy for the DE1 and
A13 devices get as high as 87.5% and 95.78%, which are
relatively high accuracies considering the similarity of the
instruction signatures. To be able to determine the differ-
ences between the instructions from the same cluster, we
need more observations. This points to the trade-off between
better instruction resolution and number of observations.

5.3 Demonstrating Finer-Granularity Malware Detec-
tion Capability of PITEM

In this section, we demonstrate fine-grained malware
detection capability of our framework for several scenarios.
By fine-granularity, we refer to only one or a few instruction
changes in the machine code such as deletion, insertion
and substitution. For simplicity, we consider a scenario
where the expected code in the program execution is the
permutation ”ABCD”. We would like to get notified if the
processor executes a different instruction sequence such as a
single deletion like ”ABC”, a single insertion like ”ABCCD”,
a single substitution like ”ABCA”, etc.

To do so, we follow a similar procedure as in Section
3 with a few modifications so that the task is a binary
classification (malware detected or not). We generate EM
signatures of all possible permutations in the training step.
Additionally, we utilize a validation dataset, which is an
independent set of measurements to determine a confidence
threshold. We predict the permutation labels of the snippets
in the validation set using the testing structure shown in
Section 3.5 and store the highest correlation values of the
matched filters. Using these highest correlation values, we
determine the confidence threshold as the minimum corre-
lation value that corresponds to a true classification. In the
testing part, we collect EM signatures for modified versions
of the ”ABCD” permutation that are listed in Table 2. Next,
we predict the permutation corresponding to these testing
snippets. Finally, we alert malware if 1) the predicted per-
mutation is other than ”ABCD”, or 2) the highest correlation
for the snippet is below the confidence threshold.



13

We provide experimental results for the described proce-
dure on DE1 device. From the validation set, we determine
the confidence threshold to be 0.9560. For the malware sce-
narios listed in Table 2, a true classification means malware
is alerted. We alert malware with 99.89% accuracy when one
of the modified instructions listed in Table 2 is executed.
In addition, we classify that there is no malware with
100% accuracy when ”ABCD” is executed. These results
demonstrate that PITEM can indeed be used for fine-grained
malware detection applications.

6 CONCLUSION

This paper proposed PITEM, a new approach for
instruction-level tracking using EM side channel. PITEM is
a tool that can be used for fine-grain malware detection with
an ability to locate the malware injection precisely. It first
identifies groups of instructions, instruction types, that have
similar EM signatures using hierarchical clustering. After
identifying instruction types, during training phase, it gener-
ates templates for all possible permutations of these instruc-
tion types. In the testing phase, we obtain testing traces and
predict the best matching template with a correlation based,
matched-filter-like predictor. The proposed methodology is
tested using two different devices, one FPGA-based proces-
sor and one ARM-based IoT device. The results are reported
for different repetitions of the permutation blocks. For single
execution of the permutation block, we obtain 95.67% and
87.35% accuracies for the two different testing devices. We
observe that with only two repetitions of the permutation
blocks, these accuracies significantly increase to 100%. Next,
we evaluate the performance of the detection system under
AWGN. We note that the performance of the system is stable
for > 15 dB relative SNR and the performance gradually
decreases for lower values of relative SNR. We also note that
repeated permutation blocks are more resilient to AWGN.
Then, we perform detection of the permutations from the
same instruction type. Although the detection accuracy is
low for single execution of the instructions within the block,
the accuracy increases significantly when the instructions
are repeated. Finally, we illustrate that PITEM can detect
single or a few instruction deviations from the expected
permutation sequence with 99.89% accuracy, which shows
its suitability for fine-grained malware detection applications.
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