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Abstract— This paper presents the near field measurement 

setup and the sensor topology used to measure the backscattered 
signal from a small spot of ~1 mm on an FPGA to enable Hardware 
Trojan detection. The novel sensor topology used in the setup 
contains a combination of E and H field probes with a tip diameter 
of 0.2 mm, which is used to excite a carrier and receive the 
modulated scattered signal that carries a signature of the inspected 
logic circuit. As a proof of concept and to develop insight, an EM-
circuit co-simulation is presented to show that the received signal 
contains a signature of the logic circuit under test, which is 
imprinted on the relative power levels of the modulated scattered 
clock harmonics. The received modulated scattering signature was 
successfully used to detect the presence of a hardware Trojan in 
the original circuit with 100% accuracy without false positives. 
The effects of using E and H field probes in very close proximity, 
such as resolution and mutual coupling, are analyzed and 
discussed. It is shown that there is a 12% decrease in resolution 
and less than 0.01 dB impact on invasiveness. The frequency band 
of operation for the measurement set up is 3-5 GHz The probe 
combination is shown to have a spot size of ~1 mm, a coupling 
isolation better than 20 dB over the whole band and 30 dB for the 
design frequency. 
 

Index Terms— EM side channel, Near field sensors, 
Backscatter, Hardware Trojan . 

I. INTRODUCTION 
 Integrated circuits (ICs) have become ubiquitous in 
electronics. With the proliferation of electronic devices, the 
need to ensure security and authenticity of IC devices has 
increased. To make ICs as cheaply and efficiently as possible, 
multiple entities take role in the manufacturing process. This 
introduces many steps in which the hardware itself can be 
tampered with. A malicious entity can introduce malicious 
modifications in this workflow that are commonly referred to 
as Hardware Trojans (HTs). Since even the most secure and 
vulnerability-free software depends on the proper functioning 
of the hardware, the risk of HTs creates significant problems in 
securing the devices [1], [2], [3].  
 The difficulty of controlling the security of the workflow, 
and the risks a compromised hardware creates, it becomes 
crucial to find ways to detect HTs at the final product stage. A 
promising non-destructive method of detecting HTs is through 
the use of side channels [4], [5]. These methods use 
unintentionally created signals such as  temperature [6], [7], 
power consumption [8], [9], [10], leakage current [11], 
electromagnetic (EM) emanations [12], [13], [14]. Since these 

methods use unintentionally created analog signals, the device 
under test requires no modification. 

Recently, electromagnetic side channels that use the 
phenomenon of backscattering have been proposed to detect 
HTs in ICs [15]. Unlike conventional EM side channels, which 
are based on EM emanations created by current fluctuations in 
the ICs, electromagnetic backscattering side channels use a 
source to inject a carrier signal in the IC and receive the 
emanations as modulated scattering.  

Electromagnetic backscattering has been earlier used in 
many applications such as radars, RFIDs, etc. In most cases, far 
field backscattering has been used, in which the transmitting 
and receiving antennas are located in different regions. Near 
field backscattering has been earlier used in RFID technology 
[16]. In most of the cases, the transmitting and receiving 
antennas have different positions. This presents problems in HT 
detection since the HTs occupy a small region on the chip. To 
observe the backscattered fields from a small region of the chip, 
having a resolution of 1 mm or less is challenging with a far 
field setup. 

One method of achieving a high resolution backscattering 
sensing setup is through the use of near field probes. It was 
shown in [15] that HT can be detected by measuring side 
channel signals from the chip, using near field backscattering 
method. These off-chip side channel measurements were shown 
as an effective technique to detect different types of dormant 
HTs injected into different types of circuits.  

While the detection of the HTs using the near field 
backscattering technique was presented in [15], the near field 
backscattering measurement set up was not discussed in detail. 
Also, measurement set up in [15] uses commercially available 
E and H field probes, which limits the detection accuracy due 
to low spatial resolution.  

High spatial accuracy microwave E field probes that use 
open-ended coaxial cables are investigated in [17], [18], [19], 
[20], and those that use printed circuits are investigated in [21], 
[22], [23]. The tradeoff between sensitivity and spatial 
resolution makes very high-resolution designs unsuitable for 
HT detection. Moreover, the interactions between and 
combined performance of very close proximity E and H field 
sensors, the topology used in this paper, have not been 
investigated previously.  
 This paper presents the detailed investigation of the near field 
electromagnetic backscattering measurement used in [15] to 
detect the HTs. Also, to detect even smaller HTs we propose a 
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novel E probe, which has a spatial resolution of around 1 mm 
at the measurement height of 0.2 mm. 

Microwave sensing has been used for a wide range of 
applications in the past [24], [25]. The measurement scheme 
described in this paper differs from previous applications 
mainly due to the novelty of the phenomenon of unintentional 
modulation by an IC. Proposed measurement scheme does not 
measure a straightforward or direct change in frequency 
response or receive a signal that is readily produced by the 
device under test. We excite a carrier frequency inside an IC 
with a particular clock frequency and the IC unintentionally 
modulates the carrier by the harmonics of the clock frequency. 
The harmonics received and observed from the IC are 
unintentional and are not designed for communication. 
Interpreting the power level and location of these harmonics 
allow the detection of IC behavior. This technique also has 
advantage in terms of spatial resolution. The HTs we are trying 
to detect are localized to specific regions of the IC. A high 
spatial resolution sensing setup will not only detect whether or 
not a HT has been injected, but it would also help find the 
location of the Trojan in the circuit. The backscattering setup 
allows for the customization of two probes to work together to 
provide a better resolution. It also let us select the frequency of 
operation regardless of the device under test and increase the 
transmitter power in the backscattering system to force a higher 
signal level which comes at the cost of a more complex 
measurement system to design and dealing with undesirable 
interactions between two probes and carrier isolation.  

Key contributions of this paper include the design and 
analysis of a novel sensor topology for detecting HT using a 
combination of high resolution E and H field probes to enable 
the detection of smaller sized dormant HTs and localize them 
to within ~1 mm; developing understanding regarding 
modulated scattering signals from ICs using EM-circuit co-
simulation.  

The rest of the paper is organized as follows. Section II 
describes the size and localization of HT on the FPGA that is 
used in this study. Section III presents the novel sensor topology 
design and fabrication along with the assessment of its 
performances in terms of resolution, invasiveness, and 
isolation. Section IV presents a proof of concept for the 
detection of nearfield modulated scattered clock harmonics in 
terms of EM-circuit co-simulation. Section V discusses the 
backscattering measurement set up used to detect the side 
channels and HT detection results. Finally, Section VI 
concludes the paper by showing that presented measurement set 
up and the electric probe can be used for HT detection. 

II. HARDWARE TROJANS & FPGA 
This section describes the particular HT selected in this paper 

and the particular FPGA it was implemented on along with the 
physical sizes associated with the HT and the rest of the logic 
circuit which implements Advanced Encryption System (AES). 

To be able to quickly switch between HT-injected and HT-
free circuits, an FPGA is used. The specific FPGA board that is 
used is the Altera DE0 board with a Cyclone V FPGA. Using 
an FPGA to test both HT-injected and HT-free logic circuits 
make it possible to eliminate all other variations apart from the 
difference the HT itself makes. In order to understand the 

impact a HT has on EM emanations, it is important to 
understand the different components of a HT and how they 
function. 

A HT ordinarily contains two parts: the trigger and the 
payload. The trigger will not activate the payload unless very 
specific conditions have been met, and these conditions are 
usually designed such that it will not be activated during testing. 
These dormant HTs are much more difficult to detect compared 
to activated HTs; however, since they are most likely to remain 
dormant during testing, it is important that the testing method 
can detect HTs while they are dormant. Furthermore, these HTs 
can be modified to have smaller size to make detection even 
more difficult.  

Backscattered side channel measurement set up used to 
detect HTs in [15] involves commercial probes. Aaronia E1 
electric field and H2 magnetic field probes were used. The 
device under test was FPGA chip on Altera DE0-CV board and 
is positioned beneath the probes. The backscattered signal was 
received by H2 probe which has a diameter of 2 cm. It was 
found that the detection accuracy of HT’s decreases as trigger’s 
size reduces to ¼ of the original size of the trigger. In other 
words, the near field backscattering technique depends upon the 
size and the location of the HT trigger and hence for a HT 
detection of smaller sizes, it is desirable to have transmitted and 
received probes that have higher spatial resolution. 

To develop intuition about the physical size of the smaller 
HT’s trigger, in this paper, we are using an AES circuit with a 
HT. This Trojan is suitable for investigating the effects of size 
and localization [15]. The particular HT that is used in this study 
is the AES-T1800 HT benchmark found on TrustHub [26]. This 
HT includes a trigger that uses combinational logic and waits 
for a specific 128-but AES input. Once activated, its payload 
cyclic shift register activates and continuously operates to 
increase power consumption. This can be very disruptive for 
small electronics that depend on low power consumption and 
energy harvesting such as medical implants. The diagram of an 
AES circuit with and without the HT is shown in Fig. 1. The 
scale of the original logic circuit on the FPGA and the size of 
the HT can be seen here. 
 

 
 

Fig. 1 The FPGA logic layout for the Trojan free and Trojan inserted 
cases. Size of the FPGA is 5 mm by 5 mm. 
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III. NEAR FIELD EM SENSOR 
This section presents the E and H field probe combination 

that is used as a near field EM sensor to detect modulated 
scattered signals from a small localized region on a ICs or 
FPGAs. Design and fabrication of this sensor topology is 
explained in subsection A while the spatial resolution, coupling 
isolation, and invasiveness are discussed in subsection B.  

 
A. Design & Fabrication 

We use an electric monopole above the ground plane and the 
short helix wound at its tip to detect the scattered field from a 
~1 mm size the region of the FPGA. A multi-turn loop probe in 
the vicinity of the monopole will have less mutual coupling 
owing to the orthogonal nature of the fields. Fig. 2 show the 
geometry of the combination. The E field probe is used as a 
transmitting probe for incident power and H-field probe is used 
as a receiving probe to receive unintentionally modulated and 
scattered signals from an FPGA. 

 
Fig. 2 monopole and multi-turn loop combination. 

Fig. 3 shows the geometry of the proposed E and H field 
probes. The variable 𝑑 is used to describe the vertical distance 
between the tip of the E field probe and the device under test. 
In this study we use the values 0.2 mm and 0.5 mm for 𝑑. The 
dimensions of the sensor geometry are shown in Table I. 
 

 
Fig. 3 E field probe geometry and design. 

Table I Design parameters (in mm) for the monopole probe shown in Fig. 3. 

𝐷! 0.2 Diameter of the tip of the conductor 
𝐷" 1.27 Diameter of the base of the conductor 
𝐷# 4.1 Diameter of the extended PTFE sleeve 
ℎ! 4 Height of the tip of the conductor 
ℎ" 25  Height of the base of the conductor 
ℎ# 15  Height of the extended PTFE sleeve 
𝑤$ 34  Edge length of the square ground plane 
𝐷% 2.5 Diameter of the H probe coil. Wound around PTFE 
𝐷& 0.35 Diameter of the H probe coil wire. 
ℎ% 2.2 Height of the H probe coil 
𝑁'()* 6 Number of turns for the H probe coil. Wound tightly. 
 

 
Fig. 4 Fabricated sensor prototype. 

Since certain modules in an FPGA would be localized, it is 
beneficial to have fine spatial resolution. However, there is a 
tradeoff between the fine spatial resolution and the sensitivity. 
Since the mechanism of backscatter is unintentional, the signals 
we are trying to detect are inherently week. Too fine of a 
resolution could make the signals much harder to detect. For 
this reason, a -6 dB width of around 1 mm was chosen as a 
compromise between signal power and resolution.  

In order to have the desired spatial resolution, the tip of the 
probe needs to be thin. However, manufacturing and using such 
a thin probe would be very challenging. For this reason, a 
stepped design is used to achieve both high resolution at the tip 
and sturdiness at the base [27]. Stepped monopole design has 
been previously used to achieve better impedance and radiation 
characteristics [28], [29]. However, the choice of a stepped 
diameter design in our case is mostly for structural support. A 
0.2 mm needle with a 1.27 mm handle is used for this purpose. 
Such needles of varying diameters can be found in the market 
as nozzle cleaners for 3D printers and airbrushes. The 𝐷! 
diameter is picked based on available needle sizes. This needle 
is then soldered onto an SMA connector and a PTFE sleeve of 
4.1 mm is slipped on for added stability and miniaturization. 
𝐷", diameter of the PTFE is picked according to the diameter of 
SMA connector PTFE sleeves. Finally, the ground plane is 
screwed onto the connector. For this project, we limit the length 
of the tip of the needle to 4 mm; however, it is beneficial to 
leave it longer initially and slowly trim the length until the 
desired matching and coupling suppression is achieved on the 
VNA. The manufactured prototype can be seen in Fig. 4. 

For different design frequencies, as a starting point, the total 
length of the E field probe can be chosen ~ 0.37	𝜆. The reason 
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for this is to have a greater clearance between the tip and the 
ground plane, since the proximity of the ground plane to the 
measurement plane can decrease the resolution. The dielectric 
sleeve is optional, if used, the length should be decreased 
according to the change in electrical length. The top 10% of this 
length should have a diameter of 0.002	𝜆. If this is not 
mechanically feasible at higher design frequencies, it should be 
as thin as possible. The probe tip length should ideally be 
manufactured longer than the design length, since it can be 
trimmed later on to tune the performance manually. The 
remaining 90% of this length have a diameter of ~ 0.01	𝜆. The 
square ground plane dimensions are 0.5𝜆. The diameter of the 
H field coil can range from 0.04𝜆 and 0.01𝜆, with a wire 
diameter of around 0.004𝜆. Number of turns can be selected 
such that the coupling between the two probes are minimized 
(typically varies from 3 to 8). The number of turns can also be 
tuned manually afterwards 

It is also desirable to have low coupling between the transmit 
and receive probes. This would be difficult to implement if both 
probes were of the same type (i.e. both were monopole or coil). 
Coupling between the probes are mainly problematic because 
the injected carrier signal is much stronger than the received 
backscattered signal. If the very strong carrier couples to the 
receive probe, it can saturate the LNA, spectrum analyzer, 
software defined radio, or another type of receiver. The 
orthogonal nature of the monopole and the coil make it easier 
to realize this design goal. 

B. Spatial Resolution, Isolation, and Invasiveness 
The diameter of the probe tip has a large effect on the spatial 

resolution. Fig. 5 shows the change in the relative power on a 
plane 0.2 mm away from the probe tip for different tip 
thicknesses. It can be seen that the spatial resolution degraded 
by approximately 30% from 0.5 mm for a thickness of 0.4 mm 
as compared to 0.2 mm diameter, (indicated by two arrows in 
Fig. 5). However, there is not much improvement in the 
resolution for further reducing the tip diameter beyond 0.2 mm. 

 
Fig. 5 Simulated effect of the E probe tip diameter on the spatial 
resolution for d = 0.2 mm. 

An important consideration in proposed sensor geometry is 
how the combination influences the individual performance. 
Fig. 6 shows the effect of the multi-turn loop on the E Field 

probe resolution. Even though the addition of the multi-turn 
loop does widen the pattern at few millimeters away from the 
center of the beam, the center of the pattern is relatively 
unchanged by the placement of the H field probe. 

 
Fig. 6 Simulation of the effect of the presence of the H coil on the 
resolution of the E probe. 

We use a VNA to measure the transmission between the E 
field probe and a 0.2 mm thick microstrip transmission line. We 
use a Zaber brand micron precision [30] positioner to scan the 
transmission line and obtain the S21 values as the probe passes 
over the transmission line for d = 0.2 mm and d = 0.5 mm. 

The microstrip line resolution measurement setup can be 
seen in Fig. 7. A precision positioning setup with 1 µm 
precision is used to hold the probe and it scans across a 
microstrip line of 0.2 mm width. One end of the microstrip line 
is connected to the VNA while the other end is terminated by 
the characteristic impedance of the line to eliminate variations 
in fields along the length of the microstrip. The other port of the 
VNA is connected to either E or H field probe while the other 
one is terminated by 50Ω.	The measurement is repeated twice 
to get the result for both E and H field probes. 
 

 
Fig. 7 Positioner for the microstrip line measurement. 

Fig. 8 shows the comparison of the simulation and 
measurement results for the scan of a 0.2 mm thick microstrip 
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transmission line. The measurements were repeated for 𝑑 = 0.2 
and 0.5 mm.  

 
Fig. 8 Simulation vs measurement comparison for the E Probe 
positioned at d = 0.2 mm and 0.5 mm. 

 Due to the mechanism of this backscattering application, the 
combined performance of the two probes is very crucial. The 
transmitter excites the spot region on FPGA according to the E 
field probe pattern and the receiver receives the fields according 
to the H field probe pattern. If there is a particular location on 
the FPGA where the E field probe excites 3 dB weaker than 
maximum and the H field probe receives 3 dB weaker than 
maximum, the total signal received from that location will be 6 
dB weaker than maximum. Fig. 9 shows the combined patterns 
of the E and H field probes. 

 
Fig. 9 E and H Probe combination measurement at z = 0.2 mm. 

This particular backscattering application is mostly done 
between 3 and 4 GHz; however, the pattern and the strength of 
the probe combination is viable in a greater range of 
frequencies. The pattern of the probe combination up to 5 GHz 
can be seen in Fig. 10.  

As mentioned before, coupling can cause problems in this 
application. From Fig. 11, it can be seen that there is at least 15 
dB suppression around the range of values that we use for the 
carrier and more than 30 dB suppression for the choice of 
carrier in this particular study (3.031 GHz). 

 
Fig. 10 The sensor relative power pattern performance up to 5 GHz. 

 
Fig. 11 The coupling between E and H field probes are lower than if 
both transmit and receive probes were of the same type. 

Since the signals we are trying to detect are modulated and 
backscattered unintentionally, another important is the total 
signal strength. In Fig. 12 the total received signal strength is 
shown on the left axis, which is the S21 value for the 
transmission between the microstrip line and the probe. The 
probe has a relatively flat response between 2.8 and 5 GHz, and 
the tradeoff between the signal strength and resolution was 
suitable for our application. 

 
Fig. 12 The probe sensitivity and the invasiveness of the E field probe, 
measured with the microstrip transmission line scan. 
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The other important consideration for our application is the 
invasiveness of the probe. It is undesirable to influence the 
FPGA circuit on the receive side. This shows the change in the 
S21 values on for the microstrip line when the E field probe is 
in close proximity (0.2 mm away) and completely removed. It 
can be seen that the impact of the probe on the working of the 
transmission line is less than 0.01 dB. 

The sensitivity of the probe for the 0.2 mm microstrip 
transmission line measurement setup shown in Fig. 7, for 
different values of d can be seen in Fig. 13. It can be seen that 
the sensitivity is flat within 2 dB between 2.8 GHz and 5 GHz 

 

 
Fig. 13 Probe sensitivity for different values of d using the 
measurement setup shown in Fig. 7 

IV. NEAR FIELD BACKSCATTERING FROM FPGA: EM CIRCUIT 
CO-SIMULATION  

Backscattering from FPGA was shown in [16] for RFID 
applications. Two horn antennas were used as a transmitting 
and receiving antenna. It was shown that the incident wave from 
the transmitted antenna was modulated by an instruction in 
FPGA which has a simple combinational logic using NAND 
gates. Here, we have used a combination of grounded monopole 
and a short helix as a transmitting and receiving probes. Since 
the probes are in close vicinity of FPGA, possibility of near 
field backscattering is expected. 

Fig. 14 shows the standard FPGA architecture having 
combinational logic, programmable switching block and I/O 
circuit. Near field backscattering from the FPGA surface can be 
explained using the backscattering from switching logic gates. 
The combinational block and the programmable switching 
block contain the combination of transistors. These transistors 
will switch between ON and OFF states corresponding to the 
instruction and the routing network in FPGA. To have a 
measure of the exact amount of the radiated backscattered 
power for a given instruction in FPGA, the full wave EM 
modeling of the transistor in the route are required. This can be 
cumbersome due to large number of transistors and due to 
simulations times. Instead of that, for explanation and for a 
proof of concept, we show the backscattered radiation from the 
power lines and the NAND gates in the logic blocks as shown 
in Fig. 15. 
The combinational logic uses here is the simple flip flop, made 
of NAND gates, the standard logic building block of an FPGA. 

The diagram of the simulation setup is shown in Fig. 15. The 
electric monopole is excited by a signal source, a block that is 
containing the logic circuit is placed in close proximity, and the 
resulting signal is picked up by the magnetic field probe. The 
3D model including the E and H probe combination and a loop 
containing the switching element is shown in Fig. 16. 

 
Fig. 14 Internal architecture of an FPGA. 

 
Fig. 15 The switching circuit used in the CST simulations.  

To further explain the near field backscattering from a 
switching circuit, EM-circuit co-simulations were performed 
using CST and ADS. In Fig. 16, the proposed monopole is used 
as a transmitting probe and the proposed coil is used as the 
receiving probe. The switching circuit here is represented by an 
electrically small single loop with a lumped port which is then 
connected to a series of NAND gates made up of BSIM CMOS 
transistor models in ADS. The spectrum of the received signal 
from the H probe is shown in Fig. 17.   

 

 
 

Fig. 16 The CST model showing the FPGA setup. 
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Fig. 17 Carrier frequency of 3.031 GHz is modulated by the clock 
frequency of 20 MHz as simulated by CST and ADS. 

V. HARDWARE TROJAN DETECTION USING THE 
BACKSCATTERED SIGNAL 

This section discusses the HT detection application of the 
proposed FPGA backscattering setup. Subsection A discusses 
the measurement setup and the received modulated scattered 
signal that carriers the signature of the ~1 mm region of the 
FPGA under test. Subsection B evaluates such signals received 
from both HT-injected and HT-free circuits and compare them 
with a circuit known to be HT-free in order to detect signals 
coming from HT-injected circuits. 

A. Near Field Backscattering 
This section presents the measurement set up used for the 

near field backscattering. The FPGA measurement setup is 
shown in Fig. 18. The FPGA is configured to run an Advanced 
Encryption Standard (AES) code. The E and H probe 
combination is positioned on the FPGA chip and the location is 
fine tuned to get maximum signal reception.  

 

 
Fig. 18 Positioning of the probe for the FPGA measurement setup. 

As in Section IV, the E probe is excited by a 3.031 GHz 
carrier. There are several considerations for the choice of carrier 
frequency. The carrier must not be a multiple of the clock 
frequency because this could cause the modulated 

backscattered clock harmonics to overlap with the regular clock 
harmonics. The carrier should be chosen in a band where there 
would be minimal noise from the other board components such 
as voltage regulators, external ICs, etc. Finally, the carrier 
should be chosen to be at a frequency where there is minimal 
coupling. As shown in Fig. 11, there is more than 30 dB 
isolation between the E and H probes, which help prevent the 
LNA and the spectrum analyzer from saturating. 
 A sample of the received spectrum from the H-field probe 
can be seen in Fig. 19. The strongest peak is the carrier sent by 
the signal generator and the peaks marked with an asterisk are 
the backscattered 20 MHz clock harmonics that we are 
interested in. Since the mechanism of the phenomenon is the 
unintentional modulation caused by the switching transistors 
and logic gates, the modulated signal is quite weak and 
localized, which is why we need a good compromise between 
resolution and sensitivity and find a way to have both probes in 
very close proximity. 

 
Fig. 19 First 20 backscattered clock harmonics, measured with the 
proposed probe. 

B. Hardware Trojan detection using backscattered clock 
harmonics 

The particular values of the clock harmonics are what we are 
interested in. The configuration of the FPGA logic circuit has 
an influence on the power levels of these clock harmonics, 
meaning differences in the circuitry cause differences in the 
power levels of the harmonics. Conversely, a change in the 
levels of these clock harmonics indicate a change in the FPGA 
configuration. These differences can be detected and be 
considered an indication of intrusion. 

The difference between clock harmonics are shown in Fig. 
20. To detect a tampering (hardware Trojan injection), we 
measure the first 34 clock harmonics 40 times and use this as 
the baseline. After the training round, we record the clock 
harmonics for HT-injected and HT-free cases 40 times each and 
compare the power levels with the training data set. As can be 
seen from Fig. 20, the power levels are similar for some 
harmonics but there are particular harmonics that differ 
significantly, 8th and 9th harmonics in particular. The 2 dB 
deviation from baseline that is observe in these two harmonics 
are sufficient to detect hardware Trojan with 100% success 
without false positive for a sample size of 40. 
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Fig. 20 Amplitude ratios of the backscattered clock harmonics for 
HT-free and HT-injected FPGA’s. Each data point is normalized to 
the mean of its HT-free measurement. 

VI.  CONCLUSIONS 
We presented a near field measurement setup and a novel 

sensor topology for exciting and measuring backscattered 
signals from a small spot of ~1 mm on an FPGA for a novel, 
backscattered side-channel based HT detection technique. The 
sensor topology introduced utilizes a combination of E and H 
field probes in very close proximity. In this configuration, the 
E field probe is used to excite a carrier signal in the FPGA, and 
the H field probe is used to receive the modulated scattered 
signal that carries a signature of the tested logic circuit. To 
develop more understanding of how the injected signal may be 
modulated unintentionally to carry a signature of the circuit 
itself, an EM-circuit co-simulation was set up and analyzed. 
This modulated scattered signal was used in a novel HT 
detection scheme where all the HT-injected circuits were 
detected with 0% false positives for a sample size of 40. To 
better quantify the performance of the sensor topology, the 
effects of having E and H field probes in close proximity 
configuration were evaluated and discussed. The effects on 
resolution, mutual coupling, and invasiveness were examined 
and shown to have minimal drawbacks compared to the 
individual performance of the probes. It was found that the 
probe combination has a spot size of ~1 mm and a coupling 
isolation of better than 20 dB over the whole band.  
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